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dc=com

dc=aasir,

ou=peopl e

cn: wu chal en

object Cl ass)
sn:chaiyen

@)
!
|
I
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1-2LDAP

LDAP LDAP
LDIF
LDIF
LDIF LDIF
LDAP schema schema
schema
schema (schema violation)
LDIF
LDIF #( )
()
dn DN
# EHRETES
dn: dc=aasir,dc=com
dc: aasir

objectClass: dcObject
objectClass: organizationalUnit
ou: aasir dot com

#Ht #H37'people’ ou

dn: ou=people,dc=aasir,dc=com
ou: people

objectClass: organizationalUnit

LDIF



1-2-1
LDAP
LDIF wu chaiyen mail

wu.chaiyen@msa.hinet.net ~ wu.chaiyen@hotmail.com

# LDIF AYTEHwu chaiven

dn: cn=wu chaiyen,ou=people,dc=aasir,dc=com
cn: wu chaiyen

sn: chaiven

mail: wu.chaiyen@mnsa.hinet . net

mail: wu.chaiyen@®hotmail .com
telephoneNumber: 02-87323435
objectClass: i1netorgperson

a-z A-Z 0-9
LDAP core.schema
telepho neNumber telephoneNumberMatch
telehoneNumberSubstringsMatch

telephoneNumber EQUALITY SUBSTR SYNTAX
{32}
#vi /etc/openldap/schema/core.schema
attributetype ( 2.5.4.20 NAME 'telephoneNumber'
EQUALITY telephoneNumberMatch
SUBSTR telephoneNumberSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50{32} )

LDAP objectClass objectClass



ObjectClass objectClass
OID MUST
MAY SUP

#vi /etc/openldap/schema/core.schema

objectclass ( 2.5.6.5 NAME 'organizationalUnit' SUP top STRUCTURAL

MUST ou

MAY ( userPassword $ searchGuide § seefilso $ businessCategory $
¥121Address § registeredAddress $ destinationIndicator $
preferredDeliveryMethod § telexNumber $ teletexTerminalIdentifier $
telephoneNumber $ international iSDNNumber $
facsinileTelephoneNunber § street $ postOfficeBox $ postalCode $
postalAddress $§ physicalDeliveryOfficeName $ st $ 1 $ description ) )

LDAP (structural object class) (auxiliary
object class) (abstract object class)
1-2-2dc
domain de dcobject

organizationalUnit domain

# LDIFfPIRINE
dn: dc=aasir,dc=com
objectClass: domain
dc:aasir

dc=aasir,dc=com

ou=peopl e

cn: wu
objectCl ass
sn: chaiye
telephoneNum#der: 87323435

person

dn: cn=wu chaiyen, oufpeople,dc=aasir,dc=com

LDAP



DN LDAP dc=aasir,dc=com
Outlook  Netscape cn=wu
chaiyen,ou=people,dc=false,dc=com aasir.com LDAP
dc=aasir,dc=com
LDAP DN DNS

schema http://docs.sun.com

http://www.rfc-editor.org

1-2-3
LDAP
(CRYPT} {MD5}
{SHA} {SSHA} LDAP binding
LDAP
aasir.com
flash.aasir.com superiror knowledge link
subordinate knowledge link
Superior knowledge link referral flash.aasir.com
aasir.com flash.aasir.com
ldap://aasir.com/dc=aasir,dc=com
Subordinate knowledge link reference
aasir.com

ref:1dap://flash.aasir.com/ou=people,dc=aasir,dc=org
aasir.com LDIF

# LDIF BYIE Hwu chaiven

dn: cn=wu chaiyen,ou=people,dc=aasir,dc=con
objectClass: referral
ref:ldap://flash.aasir.com/ou=people,dc=aasir,dc=con



core.schema referral ref

# vi /etc/openldap/schema/core.schema

objectclass ( 2.16.840,1.113730.3.2.6 NAME 'referral’
DESC 'Named referral object’
SUP top STRUCTURAL MUST ref )

ref
attributetype ( 2.16.840.1.113730.3.1.34 NAME 'ref'’
DESC 'Named referral’
EQUALITY caseExactMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
USAGE distributedOperation )

dc=aasir,dc=com
A

ou=pedpl e

% > ou=people,dc=aasir,d

flash.aasir.com

cn=wu chaiyen



1-3 LDAP

http://www.openldap.org/ LDAP
ftp://terminator.rs.itd.umich.edu/ldap
1  Linux LDAP
tar openldap

#tar xvzf openldap-2.1.16.tgz

gunzip
#gunzip openldap-2.1.16.tgz | tar xvf -

#./configure --help
LDAP
#./configure
#make depend
#make
make test

#make test

#su root -¢ 'make install'

RedHat Linux Fadora



1-4 LDAP

RedHat Linux Fadora 1 LDAP
OPENLDAP
/usr/sbin/slapd slapd

LDAP
/etc/rc.d/init.d/ldap start ldap
LDAP

/usr/sbin/slurpd LDAP
/usr/bin/ldapadd LDAP
/usr/bin/ldapdelete LDAP
/usr/bin/ldapsearch LDAP
/usr/bin/ldapmodify LDAP
/usr/bin/ldappasswd LDAP

OpenLDAP slapd.conf

# vi /etc/openldap/slapd.conf

global section slapd.conf database

# global section

## include the minimum schema required

include /etc/openldap/schema/core.schena

include /etc/openldap/schema/cosine.schemna
include /etc/openldap/schema/inetorgperson.schemna
## added logging parameters

loglevel 296
pidfile /var{slapd.pid
argsfile /var/slapd.args

## TLS options for slapd

#TLSCipherSuite HIGH

#TLSCertificateFile letc/local/slapd-cert.pen
#TLSCertificateKeyFile /Jetc/local/slapd-key.pen

## misc security settings
password-hash  {SSHA}




1-4-1 schema

LDAP schema
objectClass attributeType

core.schema
include

## include the minimum schema required

include /fetc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson. schema

core.schema LDAP

inetorgperson.schema inetorgperson

cosin.schema

COSINE  X.500

cosine.schema

misc.schema Sendmail
LDAP

nis.schema LDAP NIS




1-4-2

log Loglevel
8+32+256=296(loglevel )
(8)
pidfile LDAP
argsfile
## added logging parameters
loglevel 296
pidfile /var/slapd.pid
argsfile /var/slapd.args

/etc/rc.d/init.d/Idap stauts ldap

[root@flash chaiyen]# fetc/rc.d/init.d/ldap status
slapd (pid 2690) IEFEFITH. ..

pidfile /var/slapd.pid 2690  ldap
#vi /var/slapd.pid
2690

/var/slapd.args ldap
#vi /var/slapd.args
/usr/sbin/slapd

suslog LOG LEVEL4

/etc/syslog.conf /var/log/slapd.log
Local4.debug  /var/log/slapd.log
loglevel
-1
0
1
2
4
8
16
32
64
128
256
512
1024 SHELL




1-4-3SSL/TLS

TLSCERtificateFile LDAP

TLSCERtificateKeyFile LDAP

## TLS options for slapd

#TLSCipherSuite HIGH

#TLSCertificateFile fetc/local/slapd-cert.pen

#TLSCertificateKeyFile /Jetc/local/slapd-key.pen
CA.pl newreq.pem

[root@flash logl# /usr/share/ssl/misc/CA.pl -newcert

Generating a 1024 bit RSA private key

....................... ++++++

At

writing new private key to 'newreq.pem’

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certitficate request

What you are about to enter is what 1s called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

[f you enter ".', the field will be left blank.

Country Name (2 letter code) [GB]:tw

State or Province Name (full name) [Berkshire]:taipei

Locality Name (eg, city) [Newbury]:taipei

Organization Name (eg, company) [My Company Ltd]:aasir.com
Organizational Unit Name (eg, section) []:aasir

Common Name (eg, your name or your server's hostname) []:chaiyen
Email Address []:wu.chaiyen@msa.hinet.net

Certificate (and private key) 18 1n newreq.pem

openssl slapd-key.pem
newreq.pem slapd-cert.pem
TLSCertificateFile = TLSCertificateKeyFile
# /usr/binfopenss] rsa -in fvar/log/newreq.pen -out slapd-key.pen

Enter pass phrase for /var/log/newreq.pem:
writing RSA key



1-4-4
password-hash
{SSHA} {SHA} {SMDS5} {MDS5} {CRYPT} {CLEARTEXT}

## misc security settings
password-hash  {SSHA}

1-4-5
slapd.conf global section
database
database
LB B B B B B

## define the beginning of exanple database
database 1dbm

## define the root suffix we serve
suffix "dc=aasir,dc=com"

## define a root DN for super-user privileges
rootdn "cn=Manager,dc=aasir,dc=con"

## define the password used with rootdn
## This 1s the Base64 encoded MD5 hash of 'secret'
rootpw {SSHA }qnsN8rXUkefAal4mKV]1hBaTctD81dn8E

## directory containing the database files
directory fvarf/lib/1ldap

## files should be created 'rw' for the owner **only**
mode 0600

## indexes to maintain

index objectClass eq
1ndex ch,sn,mail pres,eq
index departmentNumber eq

## db tuning parameters
## cache 2,000 entries in memory
cachesize 2000



ldbm bdb passwd shell
database ldbm

bdb Berkley DB

ldbm GNU

passwd

shell

suffix

suffix “dc=aasir,dc=com”
LDAP rootdn rootdn rootpw

rootdn slappasswd SSHA

rootpw

rootdn "cn=Manager,dc=aasir,dc=com"

rootpw {SSHA } qnsN8rXUkgfAal4mKVIhBaTctD8idm8E
slappasswd SSHA secret SSHA

[root@tlash chaiven]# /usr/sbin/slappasswd -h {SSHA}
New password:

Re-enter new password:

{SSHA }gnsN8rXUkgfAal4mkKV1hBaTc tD81dm&E

directory /var/lib/ldap
directory /var/lib/ldap
/var/lib/ldap LDAP 600

[root@flash chaiyen]# cd /var/1lib/ldap
[root@flash Idapl# 1s
cn.dbb  dn2id.dbb  id2entry.dbb mail.dbb nextid.dbb objectClass.dbb sn.dbb

mode 600
mode 0600
LDAP 600
[root@flash ldapl# 1s -1

oiAlloooooos 1 root root 8192 108 14 19:24 cn.dbb
W | root root 8192 108 14 19:24 dn2id.dbb
“IWemm - | root root 8192 108 14 19:24 id2entry.dbb
Sy SISTSISISESES 1 root root 8192 108 14 19:24 mail.dbb
W | root root 8192 108 14 19:24 nextid.dbb
"W | root root 8192 108 14 19:24 objectClass.dbb
Sy SISTSISISESES 1 root root 8192 108 14 19:24 sn.dbb




index

approx(approximate) (approximate)
eq(equality)
pres(presence)
sub(substring)
objectClass eq
index objectClass eq
cn sn  mail (presence) equality
index cn,sn,mail pres,eq
departmentNumber eq
index departmentNumber eq
cachesize
1,000,000 100,000 1000

cachesize 2000




1-4-6ACL
* ACL

access to ¥

by ¥ read
userPassword
access to attrs=userPassword
by self write
by ¥ auth
userPassword
access to attrs=userPassword
by ¥ auth
ou=admins,ou=eng,dc=aasir,dc=com DN

ou=eng,dc=aasir,dc=com

access to dn="_% ou—eng,dc—aasir,dc=com"
attrs=userPassword
by self write
by * auth
by dn=".%,ou=admins,ou=eng,dc=aasir,dc=con" write

1-4-7 LDAP
LDAP

#/etc/rc.d/init.d/Idap start

LDAP
[root@flash chaiyen]# /fetc/re.d/init.d/1dap restart
=1 slapd: [££HT]
EE) slapd:[ FEE ]

slapd LDAP

#/usr/sbin/slapd



1-5 LDAP

aasir.com LDAP
OUTLOOK LDAP
LDAP Outlook LDAP
schema
LDAP
1-5-1LDAP
LDAP slapd.conf
aasir.com suffix dc=aasir,dc=com

# vi /etc/openldap/slapd.conf

# global section

## include the minimum schema required

include fetc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schena
include /etc/openldap/schema/inetorgperson.schena
## added logging parameters

loglevel 296
pidfile fvar/slapd.pid
argsfile fvar/slapd.args

## misc security settings

password-hash  {SSHA}

B G B B B g o B G g g o e e g g
## define the beginning of example database

database 1dbm

## define the root suffix we serve

suffix "dc=aasir,dc=con" o
## define a root DN for super-user privileges
rootdn "cn=Manager,dc=aasir,dc=comn"”

## define the password used with rootdn
## This 1s the Base64 encoded MD5 hash of 'secret'

rootpw {SSHA }2akslaicAvwc+DhCrXUF | hgWsbBIPLxy
## directory containing the database files
directory fvar/1i1b/ldap

## files should be created 'rw' for the owner ¥*only*¥*
mode 0600
## 1ndexes to maintain

index objectClass eq
index cn,sn,mail pres,eq
index departmentNumber eq

## db tuning parameters
## cache 2,000 entries in memory
cachesize 2000

# simple ACL granting read access to the world
access to ¥
by * read



1-5-2 schema

"dc=aasir,dc=com"
people
ou=people,dc=aasir,dc=com

aasir.com

dc=aasir,dc=com

ou=peopl e

cn:wu chal
objectCl ass)
sn:chaiye
telephoneNumbder : 87323435

en
person

cnzwu o)
A
:
|

dn: cn=wu chaiyen, ouFpeople,dc=aasir,dc=com

cn Sn
dn: cn=wu chaiyen,ou=people,dc=aasir,dc=com
cn: wu chaiyen
sn: chaiven
mail: root@aasir.com
mail: wu.chaiyven@nsa.hinet . net
telephoneNumber: 02-87323435
objectClass: i1netorgperson



1-5-3

aasir.com slapd.conf
inetOrgPerson
include core.schema cosine.schema inetorgperson.schema

include /etc/openldap/schema/core.schema
Include /etc/openldap/schema/cosine.schema
include /fetc/openldap/schema/inetorgperson.schema

cn sn( ) mail
index objectClass eq
index cn,sn,mail pres,eq
index departmentNumber eq
sub( )
index cn,sn,amil eq,sub
directory {fvar/li1b/ldap
/var/lib/ldap

#mkdir —p /var/lib/ldap
#chmod 700 /var/lib/ldap

1-5-4 slapd

SysV ldap
/etc/rc.d/init.d/ldap restart

LDAP
/etc/rc.d/init.d/1dap status

LDAP
/etc/rc.d/init.d/ldap stop

LDAP LDAP
#/usr/sbin/slapd



chkconfig

on off —level
chkconfig /sbin/chkconfig chkconfig
LDAP 5
# /sbin/chkconfig --level 5 ldap on
off runlevel 3 LDAP
# /sbin/chkconfig --level 3 Idap off
reset chkconfig

# /sbin/chkconfig 1dap reset

—list
# /sbin/chkconfig --list Idap
[root@aasir chaiyen]# /sbin/chkconfig --list ldap
ldap 0:FAfA 1:RAFA 2:FEFA 3:FAFA 4:FAFA S:EEEE 6:FdFA
runlevel rc.d

0 rc0.d

rcl.d (

)
2 rc2.d (
NES )
3 rc3.d (
)

4 rc4.d

rcS5.d
6 rc6.d




1-5-5

slapadd slapcat slapindex slappasswd slapadd
LDIF man slapadd
good.ldif LDIF
people ou organizationalUnit

# vi good.1dif

# Build the root node

dn: dc=aasir,dc=com

dc: aasir

objectClass: dcObject
objectClass: organizationalUnit
ou: aasir Dot com

## Build the 'people' ou

dn: ou=people,dc=aasir,dc=com
ou: people

objectClass: organizationalUnit

slapadd  good.ldif LDAP
#/usr/sbin/slapadd -v-1 good.ldif
LDAP
[root@aasir chaiycn]# fU\lf\Uiﬂf\]dDﬂdd -v -1 good. ldif

added: "de=aasir.de=com" (0000000 )
added: "nuzncup]c,d =aas1r,de=com” (00000002)

slapadd

-f slapd.conf

-1 LDIF

-V

-C ( error)
-b suffix suffix




1-5-6
ldap
#/etc/rc.d/init.d/Idap stop
/usr/sbin/slapd
#/usr/sbin/slapd
ldapsearch LDAP Ldapsearch
ldapsearch objectClass

# /usr/bin/ldapsearch -x -b "dc=aasir,dc=com" "(objectclass=*)"
version: 2

#

# filter: (objectclass=*)
# requesting: ALL

#

# aasir, com

dn: dc=aasir,dc=com

de: aasir

objectClass: dcObject
objectClass: organizationalUnit
ou: aasir Dot com

# people, aasir, com

dn: ou=people,dc=aasir,dc=com
ou: people

objectClass: organizationalUnit

# search result
search: 2
result: O Success

# numResponses: 3



Ldapsearch ldapadd ldapdelete
ldapmodfy  ldapmodrdn

-d integer

-D binddn

LDAP DN

-f

LDIF

-H URI

URI LDAP

SASL

kerberos IV

SASL

SASL

1-5-7

ldapmodify
tsen

#vi users.ldif

LDIF

wu chaiyen  goddess

## LDIF entry for 'wu chaiyen'
dn: cn=wu chaiyen,ou=people,dc=aasir,dc=con

cn: wu chaiven
sn: chaiyen
mail: root@aasir.com

mail : wu.chaiyen@nsa.hinet . net

telephoneNumber: 02-87323435
objectClass: i1netorgperson

## LDIF entry for 'goddess tsen'
dn: cn=goddess Tsen,ou=people,dc=aasir,dc=com

cn: goddess

sn: goddess
mail: goddess@ddm.org.tw

telephoneNumber: 02-27360841
objectClass: i1netorgperson

ldapmodify LDAP

# fusr/bin/ldapnodify -D "cn=Manager,dc=aasir,dc=con" -w secret -x -a -f users.ldif
adding new entry "cn=wu chaiyen,ou=people,dc=aasir,dc=com”

adding new entry "cn=goddess Tsen,ou=people,dc=aasir,dc=com”



chiang Ming-Feng  Lewis Liu ldapmodify
LDAP

## LDIF entry for 'chiang Ming-Feng'

dn: cn=chiang Ming-Feng,ou=people,dc=aasir,dc=con
cn: Chiang

sn: Ming-Feng

mail: jmf@sinotech.org.tw

telephoneNumber: 02-87322010

objectClass: i1netorgperson

## LDIF entry for 'Lewis Liu'

dn: cn=Lewis Liu,ou=people,dc=aasir,dc=con
cn: Lewis

sn: Liu

mail: lewis@ourlinx.ocm

telephoneNumber: 02-23218617

objectClass: i1netorgperson

ldapmodify
[root@aasir chaiyen]# ldapmodify -D "cn=Manager,dc=aasir,dc=com" -w secret -x -a
-f users_1.1dif
adding new entry "cn=chiang Ming-Feng,ou=people,dc=aasir,dc=com”

adding new entry "cn=Lewis Liu,ou=people,dc=aasir,dc=com”

goddess Tsen URL labeledURI
changetype Changetype
modify add labeledURIi

#vi update.1dif

## add a web page location to wu chaiyen

dn: cn=goddess Tsen,ou=people,dc=aasir,dc=com
changetype: modify

add: labeledURI

labeledURI: http://www.ddm.org.tw

ldapmodify
[root@aasir chaiyen]# /usr/bin/ldapmodify -D "cn=Manager,dc=aasir,dc=com”" -w sec
ret -x -a -f update.ldif
modifying entry "cn=goddess Tsen,ou=people,dc=aasir,dc=com”



goddess Tsen labeledURI

# coddess Tsen, people, aasir, com

dn: cn=goddess Tsen,ou=people,dc=aasir,dc=com
cn: coddess

sn: ooddess

mall: goddess@ddm.oreg. tw

telephoneNumber: 02-2736084]

objectClass: 1netorgperson

labeledURL: http://www.ddm.org. tw

LDIF changetype add delete modify modrdn  moddn
add
delete
modify
modrdn RDN
moddn DN
goddess Tsen labeledURI

## delete a web page location to goddess Tsen
dn: cn=goddess Tsen,ou=people,dc=aasir,dc=con
changetype: modify

delete: labeledURI

labeledURI: http://www.ddm.org.tw



ldapmodify

[root@aasir chaiyen]# fusr/bin/ldapmodify -D "cn=Manager,dc=aasir,dc=com" -w sec
ret -x -a -f update_1.1dif
modifying entry "cn=goddess Tsen,ou=people,dc=aasir,de=com”

goddess Tsen  URI

# coddess Tsen, people, aasir, com

dn: cn=goddess Tsen,ou=people,dc=aasir,dc=com
cn: goddess

sn: goddess

mall: goddess@ddm.org. tw

telephoneNumber: 02-27360841

objectClass: 1netorgperson




1-5-8 LDAP
Outlook LDAP
Outlook
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