FTP
RedHat Linux wu- ftipd RedHat Linux Fadora 1
vsFTP  vsFTP very secure FTP FTP
FTP

ftp
ftp [-d] [I] [-n] [-v] [ ]

ftp TCP/IP

fip ftp ftp open

[root@aasir chaiyen]# ftp
ftp> open aasir.com

quit ftp

ftp> quit _
[ root@aasir chaiyen]|#

get

[root@aasir chaiyen|# ftp
ftp> get good. txt _

put

[ root@aasir chaiyen|# ftp
ftp> put data. txt
gftp

gftp FTP
gftp

TERGE imiE #R RE A

Lroot@flash rootl# gftp &

gftp &


chaiyen
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http://aasir.com
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1-1vsftp

vsFTP RedHat Linux Fadora 1 vsFTP

Login Mes

vsFTP wu- fip vsFTP  wu-fip vsFTP
/etc Vsftpd.ftpusers  vsftpd.user list
root bin  admin

1-1-1 vsFTP

vsftp /etc/vsftpd/vsftpd.conf
#vi /etc/vsftpd/vsftpd.conf

(1)

# vsftp /etc/vsttpd.conf vsftp

anonymous_enable=YES

(2)

RedHat Linux Fadora 1 local_enable
FTP
local enable=YES



3)

FTP /
chroot_local user=yes
RedHat Linux Fadora 1
write_enable=YES
4)
umask
local umask=022

)

write_enable yes
FTP
FTP /var/ftp/pub

#anon_upload enable=YES

(6)

anon_other write_enable=YES

#anon_mkdir write enable=YES



(7)

.message
dirmessage enable=YES
8)

/var/log/vsftpd.log
xferlog_enable=YES
9)  FTP 20

20(ftp-data) /etc/services TCP/IP
connect_from port 20=YES

#vi /etc/services

ftp-data 20/tep
ftp-data 20/udp
(10)

root

#chown uploads=YES

#chown_username=whoever

chaiyen

chown_uploads=YES

chown_username=chaiyen

.message

xferlog_file="



(11)

vsFTP /var/log/vsftpd.log

#xferlog_file=/var/log/vsftpd.log

(12)

FTP
xferlog_std format=YES

(13)

vsFTP
600

#idle session_timeout=600

data_connection_timeout
FTP
120

#data_connection_timeout=120
nopriv_user FTP
#nopriv_user=ftpsecure

nopriv_user=ftpsecure

/etc/passwd

300

ftpsercure

300



(14) ABOR

#async_abor enable=YES

(15) ASCII
ASCII
ascii_upload enabk ASCII
ASCII

#ascii_upload enable=YES
#ascii_download enable=YES

(16)

#ftpd_banner=Welcome to blah FTP service.
Messages

ftpd banner= FTP

ASCII

ascii_download enable




17) e-mail

e-mail DoS
deny email enable FTP
banned email file /etc/vsftpd.banned emails

#deny email enable=YES
# (default follows)

#banned email file=/etc/vsftpd.banned emails

(18)
chroot chroot_local user
chroot_list_enable
/etc/vsttpd.chroot list
chroot local user /etc/vsftpd.chroot list
#chroot _list_enable=YES

# (default follows)
#chroot list file=/etc/vsftpd.chroot list

(19)

Is recurse enable FTP Is —R

Is-R

#ls recurse enable=YES

(20) PAM  vsFTP

pam_service name PAM  vsFTP

pam_service name=vsftpd



1)

userlist_enable vsFTP
userlist_enable=YES

(22) vsFTP

listen vsFTP
vsftpd
listen=YES

1-1-2 vsFTP

service vsftpd start
#service vsftpd start

service vsftpd restart
#service vsftpd restart

service vsftpd stop
#service vsftpd stop

chkconfig

xinetd

vsftpd

vsftpd

/etc/vsftpd.user list

vsFTP

vsftpd

vsFTP

/ete/re.d/init.d



1-2wu-ftp

wu-ftp
#vi /etc/xinetd.d/wu- fipd

[root@aasir chaiven]# vi /etc/xinetd. d/wu-ftpd

disable = yes disable=no
1 # default: on
2 # description: The wu-ftpd FTP server serves FTP connections. It uses
R normal, unencrypted usernames and passwords for authenticatio
4 service fip
5 {
B disable = yes
T socket_type = stream
8 waltl = no
9 user = root
10 server = fusr/sbin/1in. ftpd
11 server_args =-1 -a
12 log_on_success += DURATION
13 nice =10
14 }

wu-ftp disable no

# default: on

# description: The wu-ftpd FTP server serves FTP connections. It uses
# normal, unencrypted usernames and passwords for authenticatio
?ervice ftp

disable = no

socket_type = stream

wait = no

user = root

server = /Jusr/sbin/in. ftpd
server_args =-1 -a
log_on_success += DURATION

nice =10

et | e |k
PR | D D Pt | | S| | =0 9| 7| e | G2 | DN | P



wu-ftp
[rootBaasir chaiyen]# /etc/rc.d/init.d/xinetd reload

o ¥ g R |

chaiyen /home/chaiyen
[root@tlash home]# chmod 777 chaiyen
Cuteftp FTP 1P

FTP

General | Advaneed |

Site Label Host Twpe

Iaﬁl |.°.ut0—De1aect =]

Host Addres: Initial Femote Directony

Iaas:ir.com

Tsex [D Password Remote Divectory Filter

Ichai}len Iﬂ(****** I ¥ Local Filtering

Tnitial Local Directory

r

Login type Transfer type
(* Normal ) ARCIT

¢ Anonymons | | Binany Local Directory Filter
¢ Double & Auto-Detect I

e | ma | =me | ms |

Login

220 aazir.com FTP srver (Verson wu-2.6.2-5) ready. ;I
231 Pazsword requived for chaiven.

230-Please read the fil: README

230- it was last modified on Fr May 31 02:37:18 2002 - 58 days ago

230 Tzer chadyen logged 0. Aceess restrictions apply.




CuteFTP

B ) - Flobel3CAPE CuteFTF 3.0
FTP fession Bookmarks Commeands Cueve ¥View Diectory Macro Window Help

Ny @y 1@ ol ==X s

STATUS>  Daone. =]
COMMAND:>  COUP
250 CWD command successful.
COMMAND:>  pwd
257 " is current directony, =
=E} =&
Narme | || Mame | Sizel Date | Tirme | Aty | Description
[Cdaasir I htrl AKBE  02/06/26 16:27  dri-r-xrx
Cddoc & sql dkB 0200531 237 drw-rrx
CaFlash kX [#] ADDONS-MODULES KB 02/05/31 237 -hietxrx |
(1 flashs BLOCKS 4KB  02/05/31 237 -rarxrx
[ good topics CHAMGES 40KB  02/06/04 22:44  -rw-r-xr-x
CIhongkang COPYING 14KB 02/05/31 2:37  -tw-rrx
Mmail fronm# - CREDITS KB 02/05/31 237 -hiv-t-xrx -
1] | » «| | >

[ LOTEI Z




1- 2-1 Wu-fip

Wu-Ftpd /etc
/etc/ftpaccess  Wu-ftp
/etc/ftpconversions ftp
/etc/ftpgroups ftp
/etc/ftpusers ftp
(Anonymous) Ftp /var/ftp
Wu-fip
/etc/ftpaccess vi /etc/ftpaccess ftpaccess

[rootBaasir ftpl# vi /etc/ftpaccess

This file controls the behavior of the wu-ftpd
ftp server.

#T

f

#

# If you re looking for a graphical frontend to

f editing it, try kwuftpd from the kdeadmin

# package.

# Don’ t allow system accounts to log in over ftp
deny-uid %-99 %6bH34-

deny-gid %-99 %6hh34-

a
a

l1low—ui1d ftp
llow-gid ftp

# Chroot all users to their home directory by default

# (comment this out if you don” t want to chroot most of your users)
guestuser ¥

# If you wish to allow userl and user? to access other

# directories, use the line below:

# realuser userl, user?

DN b ot bt o et | | ot ot
| CDDO--JG?W%OOM'—‘QCDDO-«J@W%WM'—‘

The ftpchroot group doesn’ t exist by default, this
entry is just supplied as an example.

ING | D) IN3)
SN
=



24 # To chroot a user, modify the line below or create

the ftpchroot group and add the user to 1t.

You will need to setup the required applications
and libraries in the root directory (set using
guest-root).

31 # Look at the anonftp package for the files you 11 need.
_ 32 guestgroup ftpchroot

33

34 # User classes. ..
35 class all real, guest, anonymous ¥

=)

37 # Set this to your email address
38 email root@localhost

29

40 # Allow 5 mistyped passwords
41 loginfails 5

_ 47

43 ¥ Notify the users of README files at login and when
44 # changing to a different directory

45 readme READMEX login

46 readme README* cwd=*

47

48 # Messages displayed to the user

49 message /welcome. msg login
0 message _message cwd=%

|G| S| &9 | S| &9 | &9 mmmmmmmmmmmm
2| Q0| =] G0 7| Wi | 2D | DN | e | D €O O =] c.n.-h-c.om'—l

i

52 # Allow on-the-fly compression and tarring
COMpress yes all
tar yes all

6 # Prevent anonymous users {and partially guest users)
7 # from executing dangerous commands

chmod no guest, anonymous
delete no anonymous

overwrite no anonymous

rename no anonymous

f Turn on logging to /var/log/xferlog
log transfers anonymous, guest, real i1nbound, outbound

6 # If /etc/shutmsg exists, don’t allow logins
f see ftpshut man page

shutdown /etc/shutmsg

Ask users to use their email address as anonymous

70 #
71 # password
2

passwd-check rfc822 warn



message FTP

Anonymous Ftp /var/ftp /welcome.msg
/var/ftp/welcome.msg welcome.msg
chaiyen Ftp
/home/chaiyen
_ 419 message /welcome. msg login
_ b0 message .message cwd=%
vi /var/ftp/welcome.msg

[root@aasir ftpl# vi /var/ftp/welcome. msg

Bag kB R AR E Tt

Logzin Messages

220 aagr.com FTP server (Yerson wi-2. 6 2-5) readyyr. ;I
331 Guest login ok, send your complete e-mail address as passwornd .

230-The responze 'suestd@’ 12 not valid

230-Wext ime please vse your e-mail address az your pazsword

230- for example: joed@61-218-29-3 HINET-IF hanet net

230

%;g-%ﬁiﬂ!ﬂiﬂm%ﬁﬁﬂf B R 22 {ip
230-FFR9IPE 61-218-29-3 HINET-IF hinet net
230-¥EEN B2 anonymons

230- B ai AR R S Jul 28 12:40:34 2002
230-ERD{RER T #E, 1B TR R

.

230 Guest login ok, access restrictions apply.

£ o




%E FTPACCESS E-mail

%F

%L

%M Class

%N Class

%R Client

%T

%U
Ftp ID ID
Ftp

9 deny—uid %989 %6bb34-

10

11 allow-uid ftp

1

d
deny-gid %99 %65H34-
a
allow—gid ftp

deny/allow IP Address/Domain
deny 61.218.29.3 1P
/var/ftp/msg.deny allow

8 # Don’t allow system accounts to log in over ftp
9 deny-uid %-99 %6b534-

10 deny-gid %-99 %65534-

11 deny 61.218.29.3 /var/ftp/msg.deny



vi /var/ftp/msg.deny

[ root@aasir chaiven|# vi /var/fip/msg. deny
MR R — AR A G T A

IP 61.218.29.3 ftp
ftp

COkkdARND:>  USER chaen
331 Fasswaord required far charyen.
CORMBAMD > PASE e
5 30-FE il 8 — A AT RIEE A
h30 Login incorrect,
ERROR:> Fassword not accepted
ERROR:> Can'tlogin. Disconnecting...

deny 161.218.29.3 (1)
61.218.29.3 fip ! not

8 % Don’t allow system accounts to log in over ftp
9 deny-uid %-99 %65534-

10 deny-gid %-99 %65534-

11 deny 161.218.29.3 /var/ftp/msg.deny

12 allow—uid ftp

13 allow—gid ftp



class Ftp
34 # User classes. . .

39 class all real, guest, anonymous

Ftp
Real
Guest
Anonymous
class Domain
all real guest
all
aasir.com aasir

Class aasir real,guest,anonymous *aasir.com

limit

limit class

email

anonymous

37 # Set this to your emall address

38 emall root@localhost



loginfails 5

5
40 # Allow 5 mistyped passwords
41 loginfails b
login Ftp README*
readme
login README*
43 # Notify the users of README files at login and when
44 # changing to a different directory
45 readme README* login
46 readme README* cwd=*

h2 # Allow on-the-fly compression and tarring
hd compress yes all
b4 tar yes all
compress/tar yes class1 class2...

anonymous

chmod delete overwrite rename

56 # Prevent anonymous users (and partially guest users)
57 # from executing dangerous commands
8

58 chmod no guest, anonymous
b3 delete no anonymous
60 overwrite no anonymous

1 rename no anonymous

<yes|no> <real,guest,anonymous>



1- 3ProFTPD
ProFTPD ProFTPD

For proftpd

ProFTPD

= ProFTPD =

Highly configurable GPL-licensed FTP server software

J

1.2.6rc2 released
[ 7844 201

Current: 1.2.5 [ NEWS ]
[gz1[bzz]

Fixes and features, get testing.
Candidate: 1.2.6rc2

[ NEWS ] bugs.proftpd.org down
[gz][bz2] (4Tl 2002
1-3-1 ProFTPD
http://ftp.proftpd.org/download.html FTP

= ProFTPD =
Highly configurable GPL-licansed FTP server softwars

Downloading and mirror sites

Current; 1.2.5 [ NEWS ]

Please use the mirror that's closest to you. If you would like to wolunteer to be a mirror site, please read the Mirroring

LR LLTE HOWTO page or e-mail Mark.
Candidate: 1.2.6rcl
[ NEWS ] The latest wersion of ProFTFDis: 1.2.5
[gz][bz2]
ProFTPD

fipedttp thl net/pubdproftpd
Location: Taiwan
Maintained by: Jer-kin Tsai

ProFTPD wu-ftpd  anonftp

[root@aasir /]# rpm -e anonftp wu-ftpd



tar —zxvf proftpd-1.2.5.tar.gz proftpd-1.2.6.tar.gz

[root@aasir chaiyen]# tar -zxvfi proftpd-1.2.5.tar.

proftpd-1.2.5/

proftpd-1.2.6 proftpd
[root@aasir chalyen]# cd plUTtpd—] 2.0
[root@aasir proftpd-1.2.61# ./configure

make

[root@aasir prottpd-1.2.6]# make
make install proftpd

[root@aasir proftpd-1.2.6]# make install

proftpd vi /ust/local/etc/proftpd.conf

gz

[root@aasir proftpd-1.2.6]# vi /usr/local/etc/proftpd.cont

proftpd

# This 1s a basic ProFTPD configuration file (rename it to
# 'proftpd.conf' for actual use. It establishes a single server

# "nobody" and "ftp" for normal operation and anon.

ServerName "ProFTPD Default Installation”
ServerType standalone
DefaultServer on

# Port 21 1s the standard FTP port.

Port 21

# Umask 022 1s a good standard umask to prevent new dirs and files
# from being group and world writable.

Umask 022

#
# to 30, If you need to allow more than 30 concurrent connections
# at once, simply increase this value. Note that this ONLY works
# 1n standalone mode, 1n inetd mode you should use an inetd server
H

i

DD — b b b e e e i

that allows you to limit maximum number of processes per service
# (such as xinetd)
MaxInstances 30

o o O
el o —

t To prevent DoS attacks, set the maximum number of child processes

# and a single anonymous login. [t assumes that vou have a user/group



2

# Set the user and group that the server normally runs at.

25 User nobody

26 Group nogroup

27

28 # Normally, we want files to be overwriteable.
29 <Directory /*>

30 AllowOverwrite on
3] </Directory>
32
33 # A basic anonymous contiguration, no upload directories.
34 <Anonymous ~ftp>
35  User ftp
36 Group ftp
37 # We want clients to be able to login with "anonymous"” as well as "ftp
38 UserAlias anonymous ftp
39
40  # Limit the maximum number of anonymous logins
4] MaxClients 10
42
43  # We want 'welcome.msg' displayed at login, and '.message' displayed
44  # in each newly chdired directory.
45 DisplayLogin welcome.msg
46 DisplayFirstChdir .message
A7
48 # Limit WRITE everywhere in the anonymous chroot
49 <Limit WRITE>
50 DenyAll
51 </Limit>
52
53 </Anonymous>

1-3-2 ProFTPD

6 ServerName "ProFTPD #LMGER"
Standalone
7 ServerType standalone
chkconfig —level 35 proftpd on runlevel 3 5
proftpd

[root@aasir chaiyen]# chkconfig --level 35 proftpd on

10
| ]

FTP

# Port 21 1s the standard FIP port.
Port 21



022 777

666 022
777-022=755 666-022=644
12 # Umask 022 1s a good standard umask to prevent new dirs and files
13 # from being group and world writable.
14 Unask 022
30
22 MaxInstances 30
25 26 chaiyen chaiyen

proftp

24 # Set the user and group that the server normally runs at.

25 User chaiyen
26 Group chaiyen
chaiyen ProFTPD

Login Mesmges

290 FroFTPD | 2.6 Server (ProFTPD BrilloGrR) [aasir com)
331 Password required for chaiven.
230 Ueer chayen logeed in.

29 31

28 # Normally, we want files to be overwriteable.
29 <Directory /*>_
30  AllowQOverwrite
31 </Directory>

a1



34 53 Anonymous 34 ~/ftp

/var/ftp

34 <Anonymous ~/ftp>

35  User ftp

36 Group ftp

37  # We want clients to be able to login with "anonymous" as well as "ftp
38 UserAlias anonymous fitp

39

A0 # Limit the maximum number of anonymous logins

41  MaxClients 10

42

43 # We want 'welcome.msg' displayed at login, and '.message' displayed
44 # 1n each newly chdired directory.

45  DisplayLogin welcome.msg
46  DisplayFirstChdir .message
47

48  # Limit WRITE everywhere in the anonymous chroot
49 <Limit WRITE>

50 DenyAll

51 </Limit>

52
53 </Anonymous>
35 ftp 36 ftp
35 User ftp
36 Group ftp
40 # Limit the maximum number of anonymous logins
4]  MaxClients 10
welcome.msg welcome.msg
.message Welcome.msg
/var/ftp .message
43  # We want 'welcome.msg' displayed at login, and '.message’ displayed
4 # 1n each newly chdired directory.
5 DisplayLogin welcome.msg
46 DisplayFirstChdir .message
49 51 DenyAll

48  # Limit WRITE everywhere in the anonymous chroot
49  <Limit WRITE>

50 DenyAll
51  </Limit>




1-3-3 ProFTPD
(Extended Internet Services Daemon)xinetd
xinetd /ete/xinetd.conf

/ete/xinetd.conf

[root@aasir chaiyen]# vi fetc/xinetd.conf

| #
2 # Simple contiguration file for xinetd
3 #
4 # Some defaults, and include /etc/xinetd.d/
5
_ 6 defaults
74
3 Instances = 60
9 log_type = SYSLOG authpriv
10 log on_success = HOST PID
11 log_on_failure = HOST
12 Cps = 25 30
13 }
[ 4
|5 includedir /fetce/xinetd.d
| 6
17 proftpd xinetd

17 service ftp

18 {

19 flags = REUSE

20 socket _type = stream

21 instances = 50

22 walt = 1o

23 user = root

24 server = /usr/sbin/proftpd

25 bind = <the-1p-you-wish-to-bind-to>
26 log_on_success = HOST PID

27 log_on_failure = HOST RECORD

2% )



/etc/re.d/init.d/xinetd restart

proftpd
[root@aasir chaiyen]# /etc/re.d/init.d/xinetd stop
Zi xinetd:| ]
[root@aasir chaiven]# /etc/re.d/init.d/xinetd start
BEE xinetd ¢ [ ]
[root@aasir chaiven]# /etc/rc.d/init.d/xinetd restart
21k xinetd:| ]
BEE) xinetd : [ ]

proftpd vi /usr/local/etc/proftpd.conf 7
ServerType standalone

[root@aasir proftpd-1.2.6]# vi /usr/local/etc/proftpd.cont

ZSE rverType standalone



1. RedHat Linux Fadora 1 FTP
A.vsFTP
B.wuFTP
C.proFTP
D.quteFTP

2.vsFTP ?

3.vsFTP ?
A. anonymous_enable=YES
B. local _enable=YES
C. dirmessage _enable=YES
D. xferlog_enable=YES

4. vsFTP ?
A.20
B.25
C.18
D.130
5. service vsftpd
6. Wu-Ftpd /etc
?

A. /etc/ftpconversions
B. /etc/ftpgroups

C. Jetc/ftpusers

D. /etc/ftpaccess

7. wu-ftp



8. wuFTP  message FTP

Anonymous Ftp ?/welcome.msg
/var/ftp/welcome.msg welcome.msg
chaiyen Ftp
/home/chaiyen

A./var/www
B./etc/rc.d
C. /var/ftp
D./etc/ftpd

9. wuFTP ? 022
777 666 022
777-022=755 666-022=644

A.shutdown
B.umask
C.mask
D.login

10. (Extended Internet Services Daemon)xinetd xinetd

A./etc/rc.d/init.d
B./usr/sbin/xinetd
C./var/www/html
D. /etc/xinetd.conf

1.LA 2. Jetc/vsftpd/vsftpd.conf 3.A 4.A 5. #service vsftpd start 6.D
7. /ete/xinetd.d/wu-ftpd  8.C 9.B 10.D



