APACHE 2.0
1-1APACHE2.0
RedHat Linux Fadora APACHE2.0
APACHE2.0 flash.aasir.com APACHE2.0
apache
[root@flash chaiyen]# fetc/re.d/in1t.d/httpd start
APACHE

[root@flash chaiyen]# /etc/rc.d/init.d/httpd stop
21t httpd: [ FEE ]

APACHE
[root@tlash Lhdl\ﬁﬂ]# fetc/re.d/imit.d/httpd restart
Y%é_ httpd:[ fEE ]

=} miE—= :|

httpd: [ fETE

APACHE2.0 /etc/httpd conf
APACHE2.0 httpd.conf Makefile
conf.d APACHE2.0 php.conf

perl.conf python.conf ssl.conf
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1-1-1 /etc/httpd/conf/httpd.conf
vi apache
[rootBaasir chaiyen]# vi fetc/httpd/conf/httpd.conf

apache flash.aasir.com
1- 1-2APACHE
APACHE httpd.conf
Include
Include Perl.conf PHP.conf Python.conf
ssl.conf auth mysql.conf auth pgsql.conf httpd.conf

7 vi ra afaf
/
Apache

Il nclude /etws/ htjtpd/ conf.d

Perl .conf

ssl|l .conf




/etc/httpd APACHE
[root@flash httpd]# tree

| -- Makefile -> ../../../usr/share/ssl/certs/Makefile
| -- httpd-ma1Iman.conft
| -- httpd.conf
| -- magic
|-- ssl.crl
| “-- Maketile.crl
|-- ssl.crt
| | -- Maketfile.crt
| -- server.crt
|-- ssl.csr
| -- ssl.key
| -- server.key
“-- ssl.prm
-- conf.d
| -- README
| -- auth_mysql.conf
| -- auth_pgsql.conf
|-- perl.conf

| -- php.cont

| -- python.conf

| -- squirrelmarl.cont

“-- gsl.cont
-- logs -> ../..[/var/log/httpd
-- modules -> ../../usr/lib/httpd/modules
-- run -> ../../var/run

e —— M0 — —



1-2 Global Environment

RedHat Linux Fedora apache

<<1>>Global Environment

Apache Global Environment

32 ### Section 1: Global Environment

<<2>>ServerTokens
ServerTokens Apche
#

ServerTokens Full OS Minimal ProductOnly

OS ServerTokens
43 ServerTokens OS
<<3>>ServerRoot
ServerRoot APACHE ”[etc/httpd”

56 ServerRoot "/etc/httpd”

ServerRoot
modules  build
Conf httpd.conf logs
conf.d Include
modules LoadModule

conf logs conf.d

httpd.conf



<<4>>ScoreBoardFile

ScoreBoardFile Apache

ScoreBoard RedHat Linux Fadora 1

66 #ScoreBoardFile run/httpd.scoreboard

<<5>>PidFile
PidFile ID(Process ID) run/httpd.pid Apache
PidFile ID Apache
Apache
/etc/httpd/run/httpd.pid Apache /etc/init.d/httpd
72 PidFile run/httpd.pid
<<6>>Timeout KeepAlive KeepAliveTimeout
Timeout
Timeout Timeout
Timeout 300
77 Timeout 300
Timeout Apache Get Post PUT ACKs
KeepAlive APACHE OFF
On KeepAlive Apache
83 KeepAlive Off
KeepAlive TCP
50%
KeepAlive On
HTTP/1.0 Keep-Alive CGI SSI

HTTP/1.1



MaxKeepAliveRequests

MaxKeepAliveRequests
On MaxKeepAliveRequests 100
MaxKeepAliveRequests

90 MaxKeepAliveRequests 100

KeepAliveTimeout
15 Apache
KeepAliveTimeout

Timeout

96 KeepAliveTimeout 15

<<7>MPMs ( )
Apache
StartServers
MinSpareServers
MaxSpareServers
Maxclients
MaxRequestsPerChild
APACHE

8 APACHE

KeepAlive

500

timeout

Apache



MPM (Multiprocessing modules) APACHE2.0

Apache 8
Apache 8*25=1000
MinSpareServers(
MaxSpareServers( )
(Process) (Thread)
po'”process state

process |number

programj|jcounter

regi stelrs

memory | imits

i st of|f open f

PCB



Apachel.3

stack

regi stelrs

Apache2.0 (MPM) Apache2.0
st acskt al Kk stack

regi|srteegriss teg@n st er s




Apache ( )
Apache
Apache Kill(
Apache
MPM( ) Apache
Run( ) Apache
(ready)
Apache Kill( )
20 (StartServers) MinSpareServers(
) MaxSpareServers( )
Apache MaxClients ( )
150 150
MaxRequestsPerChild(
) 1000 Kill( )
1000 ( KeepAlive
)
(MPM)
MinSpareThreads MaxSpareThreads
MinSpareThreads
MaxSpareThreads
IfModule module name

<IfModule module name>

</IfModule>

)



MPM

08 #4#
99 ## Server-Pool Size Resulation (MPM specific)
100 ##

IfModule prefork.c prefork.c
StartServers 8

MinSpareServers 5

MaxSpareServers 20

Maxclients 150
MaxClients*ThreadsPerChild Apache

MaxRequestsPerChild 1000

08 <l tModule prefork.c>
9 StartServers 8
(0 MinSpareServers 5
| MaxSpareServers 20
2 MaxClients [ 50
3 MaxRequestsPerChild 1000
4

|
|
|
|
|
|
| </ tModule>

0
]
]
]
]
]

I[fModule work.c work.c

StartServers 2

MinSpareServers 25

MaxSpareServers 75

Maxclients 150

MaxClients*ThreadsPerChild Apache

ThreadsPerChild 25

MaxRequestsPerChild 0
|23 <ItModule worker.c>
|24 StartServers 2
|25 MaxClients [ 50
126 MinSpareThreads 25
|27 MaxSpareThreads 73
|28 ThreadsPerChild 235
129 MaxRequestsPerChild 0O
30 </ItModule>



IfModule perchild.c perchild.c

NumServers 5

StartThreads
MinSpareThreads
MaxSpareThreads
MaxThreadsPerChild
ThreadsPerChild
MaxRequestsPerChild

140 NumServers

14] StartThreads

142 MinSpareThreads

143 MaxSpareThreads

144 MaxThreadsPerChild
145 MaxRequestsPerChi ld
146 </1tModule>

139 «<IfModule perchild.c>

S
S
S
10
20
0

10

20
25



<<&>>Listen

APACHE 80 Apache IP

61.218.29.2:80 Listen 61.218.29.2:80 Apache
61.218.29.2 80 Listen BindAddress port

Listen IP /etc/service Apache
80 Service 65536
1024
|57 Listen 80
/etc/service Apache 80
86 http 80/ tep www www-http # WorldWideWeb HTTP
87 http 80/ udp www www-http # HyperText Transter Pro
_____tocol
80 http://aasir.com:80

A T = B
t—" i Fik H=WEHRE BHF =  EEsE  GiiF
hittp s com:a0
Norton Anti¥irms 1 -

|
j e R
[
|

P |

%Ti%gﬁ i Searchl_

computer science

Welcome chaiyen! Home : Topics - Downloads -




<<9>>Include

Include /etc/httpd/conf.d
/etc/httpd/conf.d Include
Include Apache
ServerRoot
ServerRoot /etc/httpd Include conf.d
/etc/httpd/conf.d

162 Include cont.d/*.cont

virtual.conf virtual.conf
/etc/httpd/conf.d httpd.conf 162 Include
/etc/httpd/conf.d httpd.conf

lNameVirtualHost 61.218.259.3
Z<VirtualHost 61.218.29.3>
3 ServerAdmin wu.chaivenlfmsa.hinet.net

4 DocumentRoot /var/www/virtual?

5 ServerName wvirtualZ.aazir.com

3 ErrorlLog logs/virtualZ.com-error log

7 CustomLog logs/virtualZ.com-access log common
8</VirtualHost>

9

10 <vVirtualHost 61.218.29.3>

11 ServerfAdmin wu.chaiyvenfmsa. hinet.net

12 DocumentRoot /var/www/virtual?3

13 ServerName virtual3d.aazsir.com

14 ErrorlLog logs/virtual3.com-error log

15 CustomLog logs/virtual3.com-access log common

le </VirtualHost>

Include Apache

[root@flash conf.d]# ls
auth_mysgl.conf perl.conf python.conf squirrelmail.conf wvirtual.conf
auth_pgsgl.conf php.conf  README ssl.cont

include
Include conf/ssl.conf ssl.conf
Include conf/php.conf php.conf PHP



<<10>>LoadModule

176 211 *.50
Apache Apache
(LoadModule ) Apache
176 211 (LoadModule)
#

176 LoadModule access module modules/mod _access.so

177 LoadModule auth_module modules/mod_auth.so

178 LoadModule auth_anon_module modules/mod_auth_anon.so
179 LoadModule auth_dbm_module modules/mod_auth_dbm.so

|80 LoadModule auth_digest module modules/mod_auth_digest.so
|81 LoadModule include_module modules/mod_include.so

182 LoadModule log config module modules/mod log config.so
183 LoadModule env module modules/mod env.so

184 LoadModule mime_magic_module modules/mod_mime_magic.so
185 LoadModule cern_meta _module modules/mod _cern_meta.so
186 LoadModule expires module modules/mod_expires.so

|87 LoadModule headers_module modules/mod_headers.so

|88 LoadModule usertrack module modules/mod_usertrack.so
189 LoadModule unique 1d module modules/mod unique 1d.so
190 LoadModule setenvif module modules/mod setenvif.so

191 LoadModule mime _module modules/mod _mime.so

192 LoadModule dav_module modules/mod_dav.so

193 LoadModule status_module modules/mod_status.so

194 LoadModule autoindex_module modules/mod_autoindex.so
195 LoadModule asis_module modules/mod_asis.so

196 LoadModule info module modules/mod info.so

197 LoadModule cg1_module modules/mod cgi.so

198 LoadModule dav_fs_module modules/mod_dav_fs.so
199 LoadModule vhost_alias_module modules/mod_vhost_alias.so
200 LoadModule negotiation_module modules/mod_negotiation.so

201 LoadModule dir_module modules/mod_dir.so

202 LoadModule 1map_module modules/mod_imap.so

203 LoadModule actions_module modules/mod_actions.so

204 LoadModule speling module modules/mod speling.so

205 LoadModule userdir_module modules/mod_userdir.so

206 LoadModule alias_module modules/mod_alias.so

207 LoadModule rewrite_module modules/mod_rewrite.so

208 LoadModule proxy_module modules/mod_proxy.so

209 LoadModule proxy_ftp_module modules/mod_proxy_ftp.so

210 LoadModule proxy_http_module modules/mod_proxy_http.so
Load

oadModule proxy_connect_module modules/mod_proxy_connect.so



Apache

mod access IP

mod _actions MIME
CaGI

mod alias

mod_asis
HTTP

mod _auth

crypt()

mod_auth anon FTP

e-amil

mod_auth dbm
DBM

mod_auth digest MD5

mod _autoindex

mod_cache URLs

mod _cgi CGI

mod_dir URL(

mod_env Cal

mod_example

mod_expires HTTP




mod headers

HTTP

mod _imap

imap

mod_include

HTML

(SSI)

mod_info

mod _log config

mod_mime

mod_mime magic

Unix
mod _mime magic
MIME

mod_negotiation

HTTP

mod_proxy

HTTPI1.1proxy/gateway




mod_rewrite

URL(
mod_setenvif HTTP
mod so
mod_speling
mod_ssl SSL  TLS
mod_status HTTP CPU
mod_suexec CGI
mod_unique id
mod_userdir
mod_usertrack cookie

mod_vhost alias




1-3

<<1>>
http.conf 220 1000
220 ### Section 2: 'Main' server configuration

<<2>>User Group
User apache httpd
Group apache httpd

244 APACHE APACHE 245
APACHE APACHE WWW
Apache

244 User apache
245 Group apache

httpd
httpd Apache

Httpd root

User ID  Group ID

<<3>>ServerAdmin
ServerAdmin APACHE E-mail
E-mail
root@localhost

wu.chaiyen@msa.hinet.net

252 ServerAdmin root@localhost

ServerAdmin ServerAdmin



<<4>>ServerName
ServerName APACHE IP
WWW.aasir.com Server Name
WWW.aasir.com

206 #ServerName new.host.name:80

ServerName

ServerName
DNS(
) IP IP
aasir.com WWW.aasir.com
www.aasir.com(aasir.com  wWww.aasir.com DNS )
IP
aasir.com  www.aasir.com 61.218.29.2
WWww.aasir.com
Hostname: (wi domsain) IF Y&

6l.2158.29.2

61.2158.29.3

6l.215.29.2

6l.215.29.2

6l.215.29.6

6l.215.29.3

6l.215.29.3

6l.2158.29.2



<<5>>UseCanonicalName

UseCanonicalName
Canonical OFF APACHE

275 UseCanonicalName Off
UseCanonicalName Apache
Off Apache
On Apache ServerName
UseCanonicalName
Apache ServerName Port

UseCanonicalName off

<<6>>DocumentRoot
DocumentRoot APACHE

/home/chaiyen chaiyen
/var/www/html
(Symbolic link)

282 DocumentRoot "/var/www/html"

/var/www/html

DocumentRoot ““/var/www/html”

URLs
UseCanonicalName On
URL( )
URL( )
DocumentRoot
DocumentRoot

http://www.aasir.com/index.html /var/www/html/index.html



<<7>><Directory>
<Directory> Apache
<Directory> <Limit> <LimitExcept> <Directory>
<DirectoryMatch> <Files> <FilesMatch> <Location> <LocationMatch>
<VirtualHost>
<Directory>

<Directory >....</Directory>

<Directory> </Directory>

<Directory />....</Directory> Options  AllowOverride

/ /var/www/html Options FollowSymlinks

292 <Directory />

293 Options FollowSymLinks
294 AllowOverride None

295 </Directory>



307 336
/var/www/html

307 <Directory "/var/www/html"=>
308
309 #

110 # Possible values for the Options directive are "None®. "A&11°.,

i1 7 or any combination of:

Il2 & Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGl Multiviews
313 &

414 7 Note that "MultiViews® must be named "explicitly™ — "Options AlLl"
315 7 doesn" L give it to you.

316 #

117 # The Options direclive is both complicated and important. FPlease see
118 7 hitp://httpd.apache.org/docs=2.0/mod/core. htmlSoptions

319 F for more information.

120 7

A Optioms Indexes FollowSymlinks

23 7

324 7 AllowDverride controls what directives may be placed in htaccess files.
325 7 I1 can be "All", “"None", or any combination of the kewwords:

126 #  Options Filelnfo AuthConfig Limit

427 7

328 Al11owdverride MNone

350

330 w7

131 # Controls who can get stulf from this server.

132 7

333 ODrder allow,deny

334 Allow from all

35

436 =/Directory=



<Directory>....</Directory>

deny allow order

allow

deny allow
Options

Options [+]-]Joption

Options

Options

Options

Options
Options

options

AllowOverride
Deny

order

Options

indexes

includes

ssi

followsymlicks

symbolic link

all

execcgi

cgi

nonec

IncludesNOEXEC

ssi

#exec

MultiViews

Symlinks[FOwnerMatch

#include




AllowOverride AllowOverride .htaccess

AllowOverride

AuthConfig
(AuthName,AuthType,AuthUserFile,AuthGroupFile,Require)

FileInfo MIME
(AddType,AddEncoding,AddLanguage,LanguagePriority)

Indexes
(FancyIndexing,Directorylndex,IndexOptions,IndexIgnore)

Limit (Allow,Deny,Order)
Options Options
None
All

AllowOverride AllowOverride All
AccessFileName .htaccess .htaccess

AllowOverride .htaccess

AllowOverride All | None |
AllowOverride None .htaccess
.htaccess
AllowOverride All .htaccess




<Directory> <Directory>

Shell
) > A

s 9 N

~

<Dirctory /home/*/public_htmI> *

<Dirctory /home/*/public_html>
public_html

<Dirctory /home/*/public_html>
Allowoverride All

</Dirctory>

/A00/ /799
<DirectoryMatch “/[A-Z][0-9]{2}/">

’\3 7\. b

’[ ]’

/home

/home

A\

$

\b

Good|bad

good bad(| or

[A-Z]

A-Z

~

["xyz]

Xyz

~apache apache
apache$ apache

~apache$ apache




[0-9]13} 0 9

{n} n

{n,m} n m
* 0

+ 1

? 0 1

hello? hell  hello
hello+ hello helloa hellolll hellooooo heooolllll
Hello* hell hello helloa helloooo hellolllll

([a-z]*H)\.([a-z])\. [a-z]+ www.aasir.com  flash.aasir.com
([a-z] ) a z | www  flash

\. \

(“index\.htm$) index.htm index.html  pndex.htm
A i $ m

\? ?

\+ +

\* *

\. .

\ \

<Directory ~”/www/.*/[0-9]{3}3}> /www/ 0 9

/var/www/public/123  /usr/www/good/568 ~

<Directory ~ abc$>.....</Directory> abc

/var/www/goodabc  /ust/local/abc

<Dirctory /> /
Order

<Dirctory />

Order Deny,Allow
Deny from All
</Dirctory>




<<8>>

342 345
342 345 (
/var/www/html) noindex.html
Apache Apache
index.html 343 Indexes
342 <LocationMatch "A/$>
343 Options -Indexes
344 ErrorDocument 403 /error/noindex.html
345 </LocationMatch>
292 295 / FollowSymLinks 343
Indexes( ) Options

Options

292 <Directory />

293 Options FollowSymLinks
294 AllowOverride None

205 </Directory>

<Location> <Dirctory> URL(
<Location /server-info> /server-info  URL(
) server- info

/server-info  /server-info/info.html <Location>

URL( ) <Dirctory>
<LocationMatch> <Location>
<LocationMatch “*/[a-z]+/$”> /var/www/  /ust/local/

/home/chaiyen/ /etc/httpd/

<LocationMatch “*/$> >/



<<O>>
~user

http://flash.aasir.com/ ~justin /home/Justin/public_html

/23 Index of f~justin - Microsoft Internet Explarer
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Index of /~justin

Name Last modified 21ze  Dest

a Farent Directoryv
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public_html 372

365
disable UserDir disabled( )
/~user/ public_html 365
UserDir disable 372 UserDir public_html
mod_userdir.c Mod userdir
UserDir Apache URL(/~ ) UserDir

359 <IfModule mod_userdir.c>

360
361
362
363
364
365
366
367
368
369
370
371
372
373

#

# UserDir is disabled by default since 1t can confirm the presence
# of a username on the system (depending on home directory

# permissions).

#

UserDir disable

#

# To enable requests to /~user/ to serve the user's public_htm]

# directory, remove the "UserDir disable” line above, and uncomment
# the following line instead:

#

#UserDir public_html

374 </1{fModule>

365

/~user/ public_html
UserDir disable 372 UserDir public_html
mod_userdir.c /~user/

359 <IfMQdu]c mod userdir.c>

360
3601
362
363
364
3605
366
367
368
369
370
371
372
373

#

# UserDir 1s disabled by default since 1t can confirm the presence
# of a username on the system (depending on home directory

# permissions).

#

#UserDir disable

#
#
# directory, remove the "UserDir disable" line above, and uncomment
# the following line instead:

#

¢ To enable requests to /~user/ to serve the user's public_html

L

IserDir public_htm]

374 </1tModule>



( )

380 391 *
public_html 755
380 #<Directory /home/*/public_html>
38] i AllowOverride Filelnfo AuthConfig Limit
382 # Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
383 # <Limit GET POST OPTIONS>
384 # Order allow,deny
385 # Allow from all
386 # </Limit>
387 # <LimitExcept GET POST OPTIONS>
388 # Order deny,allow
389 # Deny from all
390 # </Limi tExcept>
39] #</Directory>

justin 380 justin

380 #<Directory /home/justin/public_html>

381 # AllowOverride Filelnto AuthConfig Limit

382 # Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
383 # <Limit GET POST OPTIONS>

384 # Order allow,deny

385 # Allow from all

386 # </Limit>

387 # <LimitExcept GET POST OPTIONS>
388 # Order deny,allow

389 # Deny from all

390 # </Limi tExcept>

_39] #</Directory>



justin /home/justin public_html justin

useradd justin justin

[root@flash root]# cd /home/justin
[root@flash justin]# mkdir public_html
[root@flash justin]# Is

public _html

justin public_html

[root@flash chaiyen]# chmod 711 /home/justin
[root@flash chaiyen]# chmod 755 /home/justin/public_html

public_html index.php

[root@tlash public _html]# vi 1ndex.php
phpinfo( )

<?PHP

http://flash.aasir.com/~justin/ justin
index.php
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System
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Build Date |E|np 322 05: 2508
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UserDir

UserDir public_html

~justin/public/www/index.php UserDir

UserDir

UserDir public_html ~justin/public_html/index.php
UserDir /public/*/www /public/justin/www/index.php

UserDir /user/local/web

/ustr/loca/web/justin/index.php

UserDir http://flash.aasir.com/users

http://flash.aasir.com/users/justin/index.php

UserDir http://flash.aasir.com/~*

http://flash.aasir.com/~justin/index.php

UserDir http://flash.aasir.com/*/html

http://flash.aasir.com/justin/html/index.php

UserDir
UserDir  disable  root URL-to-path root
URL-to_path chaiyen justin

UserDir  disable

UserDir  enable  chaiyen justin




<<10>>Directorylndex

DircotyIndex DirectoryIndex
Directorylndex
client http://flash.aasir.com/~justin
http://flash.aasir.com/~justin/ Directorylndex
401
index.html http://flash.aasir.com/~justin/
http://flash.aasir.com/~justin/index.html index

index.html

401 Directorylndex 1ndex.html index.html.var

index.php index.php index.html
index.php  index.html /cgi-bin/run.cgi
DirectoryIndex
Dirctorylndex index.php index.html /cgi-bin/run.cgi



<<11>>AccessFileName
AccessFileName

access
AccessFileName .htacesss

AccessFileName .htaccess

AQ7 AccessFileName .htaccess
httpd.conf

locate .htaccess/more .htaccess .htaccess
.htaccess
407  AccessFileName .htaccess .htaccess
.htaccess
httpd.conf .htaccess
.htaccess

[root@flash /]# locate .htaccesslmore
Jusr/share/squirrelmai l/plugins/squirrelspell/modules/ . htaccess
[var/fwww/html/html/admin/. htaccess
Ivar/vww/html/html/admin/case/.htaccess
Jvar/fwww/html/html/admin/language/.htaccess
[var/fwww/html/html/admin/links/.htaccess
[var/fwww/html/html/admin/modules/.htaccess
Ivar/www/html/html/language/.htaccess

Jvar/fwww/html/html /modules/AvantGo/language/.htaccess
Jvar/fwww/html/html /modules/WebMail/language/.htaccess
Jvar/www/html/html/modules/Content/language/.htaccess
[var/fwww/html/html /modules/Downloads/ language/.htaccess
Ivar/www/html/html /modules/Encyclopedia/language/.htaccess
Jvar/fwww/html/html /modules/FAQ/ language/ . htaccess



htacess .acl .access .config
.perdirectory AccessFileName Apache
Apache

AccessFileName .htacess .acl .access .config .perdirectory

413 416 .Jhtaccess  .htpasswd
”A\-ht” <Files ~ “/\\.ht”> ht

htaccess  .htpasswd

413 <Files ~ "M\ . ht">
414 Order allow,deny
415 Deny from all
416 </F1les>

<Files> <Directory> <Files>
<Directory> <Files> *

<Files *.gif> <Files> <Dirctory> <Location>

<Directory /var/www/html> <Files *.gif>
/var/www/html/good.gif
<Directory /var/www/htmI>
<Files *.gif>
SetHandler /cgi-bin/make-gif.cgi
</Files>

</Dirctory>



<<12>> <IfModule> <IfDefine>
TypeConfig MIME
TypeConfig mime.types /etc/mime.types

422 TypesContig fetc/mime. types

DefaultType
(texty HTML “ text/plain”

”application/octet-stream”
433 DetaultType text/plain

mod mime magic.c
mod mime magic.c
/ust/share/magic.mime /etc/httpd/conf/magic

/etc/httpd/conf/magic

440 <ItModule mod mime magic.c>

44] # MIMEMagicFi1le fusr/share/magic.mime
442 MIMEMagicF1le contf/magic

443 </1fModule>



<IfDefine> <IfModule>
<IfDefine> <IfModule>

184 LoadModule mod_mime_ magic.c
440 <IfModule mod mime magic.c> TURE <IfModule
mod_mime magic.c> 441 223 184
LoadModule mod mime magic.so 440
<IfModule mod mime magic.c> false 440 443

Mod mime magic.so  mod mime magic.c

180 LoadModule auth_digest _module modules/mod_auth_digest.so
181 LoadModule include module modules/mod include.so

182 LoadModule log contfig module modules/mod log config.so
183 LoadModule env module modules/mod env.so

184 LoadModule mime_magic_module modules/mod_mime_magic.so
185 LoadModule cern_meta_module modules/mod _cern_meta.so

440 <ItModule mod_mime _magic.c>
441 #  MIMEMagicFile /usr/share/magic.mime

447 MIMEMagicFile conf/magic
443 </ 1 tModule>

<[fModule>
<IfModule> <IfModule>

LoadModule <[fModule>



! <IfModule 'mod mime magic.c>
mod_mime_ magic.c
<IfModule !mod mime magic.c>
# mod mime magic.c ,

</IfModule>
<IfModule>
<IfModule > ...</IftModule>
<IfDefine> <IfDefine>
<IfDefine >...</IfDefine>
httpd —D ReverseProxy
ReversProxy <IfDefine> LoadModule

<IfDefine ReversProxy>
LoadModule rewrite_module modules/mod_rewrite.so
</IfDefine>



<<13>>HostnameLookups

HostnameLookups IP DNS
Off HostnameLookups 1P
On
HostnameLookups Off
453 HostnameLookups Off
HostnameLookups DNS
IP
DNS
HostnameLookups
HostnameLookups

Apache

Off
DNS



<<14>> ErrorLog Loglevel LoglLevel Custom
Apache

Apache /etc/httpd/logs/error log

ErrorLog /etc/httpd/logs/error log
error_log
<VirtualHost>...</VirtualHost>

<VirtualHost>...</VirtualHost>

462 ErrorLog logs/error log

469 LogLevel

debug info notice warn error crit
alert emerg
469 LoglLevel warn
475 478  LogFormat

475 LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\""
combined

476 LogFormat "%h %1 %u %t \'%r\" %>s %b" common

A7T7 LogFormat "%{Referer}i -> %U" referer

478 LogFormat "%{User-agent}1" agent



%a

IP

%b

%{VAR}e

VAR

%f

%h

%{Header}1

HTTP

%l

Identd

% {Note}n

% {Header}o

HTTP

%op

%P

%%r

HTTP

%S

Yot

%T

%u

%U

URL(

%v

%V

ServerName




488  CustomLog
<VirtualHost>.....</VirtutalHost>
<VirtualHost>.....</VirtutalHost>
<VirtualHost>

A88 Customlog logs/access log combined
referer agent 494 495

i

494 #CustomLog logs/referer log referer

495 #CustomLog logs/agent log agent

CustomLog

501 CustomLog logs/access log combined

501 #CustomlLog logs/access_log combined

1P
FTP
URI( ) URL(

) ServerRoot
http://www.aasir.com/module/link.htm
http://flash.aasir.com/jigsaw/jigsaw.html
http://www.aasir.com/module/link.htm http://flash.aasir.com/

http://www.aasir.com/module/link.htm /jigsaw/jigsaw.html
{User-Agent}i HTTP
CustonLog LogFormat CustomLog logs/access_log

combined HTTP



[root@aasir chaiyen]# vi fetc/httpd/logs/access_log

/etc/httpd/logs/access_log Apache LogFormat

A75 LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\""
combined

%h 219.76.64.2
IP
Yot 02/Feb/2003:06:38:33 +0800
Yor HTTP Get
/modules/Downloads/images/down-logo.gif HTTP/1.0 HTTP
down-logo.gif
Get
%os
%b 3277

%{Header}1i HTTP
http://aasir.com/modules.php?name=Downloads
{User-Agent}i HTTP

1E6.0( Mozilla/4.0 )

219.76.64.2 - - [UQ!Fchf2003:06:38:33 +08007] "GET /modules/Downloads/ima
gcx!down—]oﬁn gif HTTP/1.0" 200 3277 "http://aasir.com/modules.php?name=
Downloads" "Mozilla/4.0 (compatible; MSIE 6. (' Windows NT 5.1)"
219.76.64.2 - - [02/Feb/2003:06:38:40 +(8((] "GET fmodu]cs.php?namc:Down
loads&d_opzvicwdown]oad&tin 11 HTTP/1.0" 200 4656 "http://aasir.com/modu
les.phpname=Down loads"” "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5
)"

219.76.64.2 - - [02/Feb/2003:06:38:43 +0800] "GET fmonu]c\ phpname=Down
loads&d_op=viewdownload&cid=12 HTTP/1.0" 200 4875 "http://aasir.com/modu
les. php?name=Down loads&d_op=viewdown load&cid=11" "Mozilla/4.0 (compatibl
e; MSIE 6.0; Windows NT 5.1)"

219.76.64.2 - - [UQ!Fchf2003:06:38:44 +08007] "GET /modules/Downloads/ima
ges/lwin.gif HTTP/1.0" 200 80 "http://aasir.com/modules.php?name=Downloa
ds&d_op=viewdownload&cid=12" "Mozilla/4.0 (compatible; MSIE 6.0; Windows
NT 5.1)"

219.76.64.2 - - [(2!Fc7!2((3 06:38:47 +USUU] "GET /modules.php’mame=Down
loads&d_op=getit&lid=19 HTTP/1.0" 302 26 "http://aasir.com/modules.php?n
ame=Down loads&d op viewdownload&cid=12" "Mozilla/4.0 (compatible; MSIE 6
.0: Windows NT 5.1)"



61.218.232.187 /etc/httpd/logs/access log

61.218.232.187 - - [()'2!Fch!'2003:08:20:37 +0800] (JFT !\U]pt\! el %9c. .
Jwinnt/system32/cmd.exe?/c+dir HTTP/1.0" 404 ](4(

61.218.232. 187 - - [02/Feb/2003:08:20:39 +0800] (JFT f\LHpt\f CB35%63 .
Jwinnt/system32/cemd,exe?/c+dir HTTP/1.0" 400 973 "-" "-

210.85.116.46

http://www.web-desinger.com.tw/thing/thing.asp
210.85. 116.46 - - [02/Feb/2003:10:18:19 +0800] "GET / HTTP/1.1" 200 7906

"http://www.web-desiener.com. tw/thing/thing.asp?classid=2" "Mozilla/4.0
(Lomndt13]c MSIE 6.0: Windows NT 5.1)"
61.229.53.148 access2002

http://tw.websearch.yahoo.com/search/web_kimo?p=access2002

6] 229.53.148 - - [02/Feb/2003:16:36:56 +0800] "GET / HTTP/1.1" 200 7905
"http://tw.websearch.yahoo.com/search/web kimo?p=access200: &T»Dc O0&u=b&
he=0&hs=0" "Mozilla/4.0 (compatible: MSIE 5.01: Windows NT 5.0)"

211.74.218.16 google access

Windows 98 access_log

211.74.218.16 - - [03/Feb/2003:04:05:54 +0800] "GET /modules.php’name=Do
wn loads&d_op=MostPopular HTTP/1.1" 200 7211 "http://www.google.com/searc
h?h]zzh—TW&ic:UTF—8&oc:UTF—8&q acces s+%E7TPAFB84BE6OROCRACEb tnG=Goog 1 eWE6%
Q0TICIHESTBO%8B&  r=1ang_zh-TW" "Mozilla/4.0 (compatible;, MSIE 6.0; Window
s 98; Win 9x 4.90)"

66.57.250.223 Linux Konqueror/3

66.57.250.223 - - [04/Feb/2003:20:03:25 +0800] "GET /themes/NukeNews/ima
ges/corner-bottom-right.gif HTTP/1.1" 200 111 "http://aasir.com/modules.
phpname=News&new_topic=8" "Mozilla/5.0 (compatible; Konqueror/3; Linux)



<<15>>ServerSignature
ServerSignature
Apache
Apache ServerSignature
On Off Email On

510 ServerSienature On

ServerSingature On Error 404

ct not found! - b Intemnet Explorer

BEE ®EE WHI HIMEEL IRD HHED

|
j““""@
|
|

AT B RN .
-8 =5 Fik BEHEE B®H ‘ E  RNRE IR i FED e HE]
AR (D) @) htp:iilssh.sasir.comfgnod. html
ﬁﬁ >

JNomnAnthls B -

Object not found!

The requested UEL was not found on thiz server. If vou entered the UEL manually please check vour spelling and trv again.

If vou think this iz a server error, please contact the webmaster
Error 404

flasf.aasin.oom
PN FO0E (R ) 16RO 108
Apache.040 (Redd Hat Linger)

ServerSingature On Error 401

Jﬁﬁ‘i@ %.%iﬁ@ WG HHFREGW IE(_) ERERE) |

5% 2 P
sl Bk EHEE BH = ERRE i LIRS FlED AR
J DY I@ hittp:Aterwew aasin comfusage! d @%E
J:@’ﬁ ”|J Norton AotV ins E
[—

Authentication required!

This server could not verify that wou are authorized to access the URL "fusage!". You either
supplied the wrong credentials (e.2., bad password), or your browser dossn't understand how to
supply the credentials required.

In case you are allowed to request the document, please check vour user4d and password and
try again.

If vou think this is a server error, please contact the webmaster
Error 401

aa5HCOT
FLCANIERF OV (EETE 20RR5- 50
Apache, 04 (Red Har L)

@] At ’_’_|° Tnternst

N




webmaster 252

ServerAdmin

252 ServerAdmin wu.chaiven@msa.hinet.net



<<16>>Alias

Alias
539 551 Alias
Alias
slash(/)
%) 525 /icons/ /var/www/icons/
/icons /icons/ slash(/)

525 Altas /icons/ "/var/www/1cons/"
526
527 <Directory "/var/www/1cons >

528 Options Indexes MultiViews
529 AllowOverride None
530 Order allow,deny
531 Allow trom all
532 </Directory>
/var/ww/html/html
http://flash.aasir.com/icons/ /var/www/icons/
Shell Script  In—s /var/www/html/html/icons/

/var/www/icons/

/3 Index of Hvons - Microsoft Intermnet Explorer

| BE® #HE BRD FHSEEW TAD HE® |

@‘%* g

T R d A

t—F T—H =ik EE#R gE iz AMeEE  LE i F|ED

| D) [27 ity #1ash assir comjicons! ~| PiE
|

M > | Noron AntiVires [,] -

Index of ficons -

Wame Last modified 2lze Descriptlon

a Parent Director

PvthonPowered .png 16- 8H-2002 02:4% 945
a.gif 24- 3H-1980 13:33 244
a.png i0- 5H-2001 15:54 293
E alert.black gif 24- BH-1999 13:33 242

-
@ e lms L lonle o an EHE Aannd A5_ 54 Ann
1| | »

(3 || Intemet /




539 Alias /manual “/var/www/manual” http://flash.aasir.com/manual
/var/www/manual Alias
/manual /var/www/manual
Alias

539 Ali1as /manual "/var/www/manual”

540

541 <Directory "/var/www/manual ">

542 Options Indexes FollowSymLinks MultiViews
543 AllowOverride None

544 Order allow,deny

545 Allow from all

546 </Directory>

547
548 <[ fModule mod_dav_fs.c>
549 # Location of the WebDAV lock database.

550 DAVLockDB /var/lib/dav/lockdb
551 </ ItModule>

ScriptAlias Alias ScriptAlias

/var/www/html/html/ 561 ScriptAlias /cgi-bin “/var/www/cgi-bin/

http://flash.aasir.com/cgi-bin/ /var/www/cgi-bin/ /cgi-bin/

/var/www/cgi-bin ScriptAlias 575
580 /var/www/cgi-bin

561 ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"

562

563 <ItModule mod_cgid.c>

564 #

565 # Additional to mod_cgid.c settings, mod_cgid has Scriptsock <path>
566 # for setting UNIX socket for communicating with cgid.

567 #

568 #Scriptsock logs/cgisock

569 </I1fModule>

570

571 #

572 # "/var/www/cgi-bin" should be changed to whatever your ScriptAliased
573 # (GI directory exists, 1f you have that configured.

574 #

575 Directory "/var/www/cgi-bin">

576 AllowOverride None

577 Options None

578 Order allow,deny

579 Allow from all

580 </Directory>



<<17>>Redirct

Redirect

Redirct 587 Redirct
/foo http://www.example.com/bar

587 # Redirect permanent /foo http://www.example.com/bar

flash.aasir.com 587  Redirect
http://aasir.com http://flash.aasir.com/foo
Redirect http://aaisr.com

587 Redirect permanent /foo http://aasir.com

flash.aasir.com/foo Redirct  http://aasir.com

A3 S{ESEERNAFIAFEIE - Microsoft Internet Explorer

| RO #EE sBRO #HEFW IAD HED
- o

- .

ANA
+t—8 SF—=] =1k EEFEE ©H fibae
J HEHET flash aasir comfoo
| 384 | | Worton AntiVims [] -

http://aaisr.com

A3 S{EEERNAFIAFEIE - Microsoft Intermet Explorer
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+t—5 a1 =1k EHFEE e P HEIRE i
AT IE hettp:#evmisir oo
i »| | Norton AntiVirs [ -
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Search I_

Welcome chaiyen! Home - Topics * Downloads -




<<18>>IndexOptions

Apache
IndexOptions FancyIndexing( ) AddIconByEnconding
AddIconByType  AddIcon
IndexOptions FancyIndexing

( )
IndexOptions FancyIndexing VersionSort NameWidth=*

VersionSort
( 2 10 ) NameWidth=*
*
IndexOptions
FancyIndexing

599 IndexOptions Fancylndexing VersionSort NameWidth=*

a Index of fexample - Microsoft Internet Explorer

Jﬁﬁ@ RIEE WA BEIEELW IAO AWM
5 9

.

E
J O =] =1 EEHEE g ‘ k== BEEIRE i
Jﬁiﬂ:@ @ hitp:#flash sasic comderample?
|38 »| | Norton AntiVims [] -

-

Index of /example

Name Last modified 2lze Description

a Parent Directory

e 25-12H -2002 00:25
O g 25-125 -2002 09:25
@3 gnos 11- 1H-2003 19:48
SayMyABCs . php 25 15-2003 17:50 226
SayMyABCs .php . bak 25 15-2003 17:49 320
e 22 15-2003 16:08 1.6K
ddn. fla 22 1H-2003 16:07 16K
ddu.htnl 22 18-2003 15:37 670

@ ddm, swi 22- 1H-2003 15:37 183K



IndexOptions FancyIndexing

599 IndexOptions VersionSort NameWidth=*

]ﬁ%@ RERE WA RRREW IRD A
] s A ‘ Q G4
t—5F il fFik FEHIEE E5R HE  BAIRE
|#BAED) [ @] hitp:#flesh.aesiz comiexnmple!

|3#4& | | Norton &nti¥Vires L] ~

ple - b: nternet Explorer

Index of /example

Parent Directory
=

EoE

HTML/

SayMy ABCs.php
SayMy ABCs.php.bak
ddm.exe

ddimn.fla
ddimn.hitml
ddm.zwf

el

il

message. php
message . php.bak
mysql_error.php
mysgl_error.php.bak

phorum/
ey ph

Apache/2.0.40 Server at flash.aasir.oom Fort 80



<<19>>AddIcon*

AddIcon*
FancyIndexed
AddIconByEncoding
AddIconByEncoding

606 /icons/compressed.gif
AddlconByType

608 /icons/text.gif

AddIcon

AddIcon /icons/binary.gif .bin
*.exe) /icons/binary.gif

/icons/compressed.gif

AddIcon AddIconByEncoding

FancyIndexing
MIME
X-compress  X-gzip
MIME
.exe Jbin .exe( * bin
Z .z tgz .gz .7ip
AddIconByType AddIcon

_606 AddIconByEncoding (CMP,/i1cons/compressed.git) x-compress x-gzip
607

608 AddIconByType (TXT,/i1cons/text.gif) text/*

_609 AddIconByType (IMG,/1cons/image2.g1f) 1mage/*

610 AddIconByType (SND,/icons/sound?.gif) audio/*

611 AddIconByType (VID,/icons/movie.gif) video/*

612

613 AddIcon /icons/binary.gif .bin .exe

614 AddIcon /icons/binhex.gif .hgx

615 Addlcon ficons/tar.gif .tar

616 AddIcon /ficons/world2.gif .wrl .wrl.gz .vrml .vrm .1v
617 AddIcon /icons/compressed.gif .Z .z .tgz .gz .zip

_ 018 AddIcon /icons/a.gif .ps .ai .eps

619 Addlcon ficons/layout.gif .html .shtml .htm .pdf
620 AddIcon /icons/text.gif .txt

621 | Addlcon ficons/c.gif .c

622 Addlcon ficons/p.gif .pl .py

623 AddIcon ficons/f.gif .for

624 Addlcon /icons/dvi.gif .dvi

625 AddIcon /icons/uuencoded.gif .uu

626 AddIcon /icons/script.gif .conf .sh .shar .csh .ksh .tcl
627 AddIcon /icons/tex.gif .tex

_628 AddIcon /icons/bomb.gif core

630 AddIcon
631 Addlcon
632 &ddltun
633 Addlcon

tar.gz

ﬁ phorum-2.3. 2, tar. 2z

0u- 1H-2003 08:34

/1cons/back.gif ..

ficons/hand.right.g1f README
/1cons/tfolder
/f1cons/blank.g1t MBLANKICONAA

/icons/compress.gif

g1t MDIRECTORYAA

113K



/icons/binary.gif

ddm. exe 22- 1H-200% 16:08 1.6M
*.html /icons/layout.gif

ddin. htil
*.gif

account.gif

/icons/blank.gif

Defaultlcon

/icons/unknown.gif

639 Detfaultlcon /icons/unknown.git

ddm.swf /icons/unknown.gif * swf

@ ddm. swf

AddDescription
Fancylndexed
047 #AddDescription "GZIP compressed document” .gz
648 #AddDescription "tar archive" .tar
649 #AddDescription "GZIP compressed tar archive" .toz
647
* tar.gz ”GZIP ”
647 AddDescription "GZIP TH-EEfETE" .az
048 #AddDescription "tar archive” .tar
649 #AddDescription "GZIP compressed tar archive" .tegz

ﬁ phorum-2.3.2c. tar. gz 09- 1H-200% 08:34 113K GEIP ZridBidE




ReadmeName README . .html
HeaderName HEADER . html

657 ReadmeName README.htm]
658 HeaderName HEADER.htm]

HeaderName HEADER html
HEADER html

3 Index of fexample - Microsoft Internet Explorer
J HEE HEE #HH0 FEEW IED A

j4=' @ﬁ‘@@_‘%'.
-8 T—B Bk =EHEHRE BE = HERE iR B N ] e
J HEHEDy IE http:#flash.sasir comsexample!
|

i JNDrIDn AntiVirs E' -

- -

(AR AN E RIEA S

|
| |
Mame Last modified Size Description

a Parent Director

Qs 95-125 2002 0925

o P T, 25-12.8 -2002 09:25

@ HTHLY 11- 15 -2003% 10:48
ReadmeName README .html BIBO
README.html

mysgl ervor.ph 13- 18 -2003 00:1% 314

mysigl error.php.bak 13- 1H-2003 00:1&6 310

a phorun/ 13- 28 -2002 03-53%

quéry.php 12- 18 -2003% 23:34 7487

robots, txt 05- 28 -2003 00:56 170

BIBOZZE

B |

e | |



IndexIgnore

* *# HEADER
README RCS( )
664 IndexIgnore .77% *~ *# HEADER* README* RCS CVS *,v *,t
IndexIgnore IndexIgnore

664 #IndexIgnore .77* *~ *# HEADER* README* RCS CVS *,v *,t
.bash_history .bashrc .bash profile chaiyen .xcinrc

<2 Tndex of Jgnod fehaiyen - Microsoft Internet Explorer
J#ﬁﬁ@ HREEE WR0 HAREW IAO SHAD

> . D

.

J F—E =k ExmE®R e ‘ = ERRT ILiE
Jﬁiﬂ:@ @ hitp:#flash sasc comdgnod ichadyen
|34 | | Norton AntiVims []

-

Index of /good/chaiyen

Name Last modified Jlze Descriptlon

é Parent Directory
@ R - phorum-3.3.2c. tar. Ink 00- 15 -200% 08:35 340

@ .bash histor 30- 1H-200% 12:23 912
bash logout 11-10H -2002 10:34 24
.bash profile 11-10H -2002 10:34 191
.bashic 11-10H -2002 10:34 124
@ .Carma 11-10H -2002 10:34 5.4K
@ L EMACS 11-10H -2002 10:34 254
.good, txt, swp 06- 1H-200% 11:52 12K
Lztkrc 11-10H -2002 10:34 120
Q3 e 11-108 -2002 10:34

Lxcinrc 27- 1H-200% 16:26 7.5K



<<20>> AddLanguage AddEncoding

AddEncoding

AddEncoding TypesConfig MIME
MIME

672 AddEncoding x-compress Z
673 AddEncoding x-gzip gz tez

DefaultLanguage
DefaultLanguage tw
(tw )

689 Defaul tLancuage tw

AddLanguage
672 737 735 736

735 AddLanguage tw .tw

736 AddLanguage zh-tw .tw
LanguagePriority tw
746 LanguagePriority tw en da nl et fr de el 1t ja kr no pl pt pt-br Itz



<<21>>AddDefaultCharset

AddDefaultCharset AddCharset

AddDefaultCharset

1s0-8859-1( )

AddDefaultCharset Big5( )
AddDefaultcharset

765 AddDefaul tCharset 1s0-8859-]

object.php
| <Tphp

EmM'E%$i?ﬁ
3>

AddDefaultCharset 1s0-8859-1 object.php

K, fiobject.php - Microsoft Intermet Explore
Jﬁﬁ‘ﬁ@ REE | WA ﬁﬁﬁ?ﬁ(_) IB(D :ﬁﬁ@ |

& o I EFID 4 ‘
J =B  7oE v MERE E@T ;g 3325;@%&
Jﬁﬁt@)lm ﬁjg%ﬂ@_’ php & onE
J g > J Noton &ntit  TBED G
—  {=E® Ex
. EFWER) B [ |
FomOinialr -
FRE L
SRS v BENEE
[FiRtE T FRET T (Bigh)
TEREE FlU PSR (I80)
THHT (Windows)
FOERS AR (Windows)
BT (B231)
HEM 4




765

(Big 5)

765 AddDetfaul tCharset Bigs

AddDefaultCharset Big5( )
>
AddDefaultCharset

/23 http:#iflash sacir comfewample/fiobizct php - Misvosnft Inten
J BEO REE SR HEREL IO RSB

- IRFID 4 | Q & 2
J LE T oE v AR =] B2 RORE
| 4tk @) |@ hittp:fitlas | EEsRe rhp ~| pBE
Jﬁ?ﬁ ® JNorb:-n Antl’ HEG Y
— =1k E Ess J
_ e EFRAER 5 ~
ERERNE T

FRE) g

BHATE ) » BT (Bigs)

FEEE Fl

FEFE (180)

THET (Windows)
AESFR (Windows)
ETPoT (GB2312)
EEM) »
H
7
786 AddCharset Big5
774

774 AddCharset
775 AddCharset
776 AddCharset
777 AddCharset
778 AddCharset
779 AddCharset
780 AddCharset
]
]
]
]
]
]

78] AddCharset
782 AddCharset
783 AddCharset
784 AddCharset
785 AddCharset
786 AddCharset

[
[
[
[
[
[
[
[
[
[
[
[

S0-8859-
S0-8859-2
S0-8859-3
S0-8859-4
SO-8859-5
S0-8859-6
S0-8859-7
S0-8859-8
S0-8859-9
S0-2022-TP
SO-2022-KR

. 1508859-1]
.1508859-2
.1508859-3
.1508859-4
.1508859-5
.1508859-6
.1508859-7
.1508859-8
.1508859-9
.1502022-3p
.1802022-kr
S0-2022-CN .
Big5

1502022 -¢n

Big5

(

Jlatinl
Jlatin?
latin3
Jlatind
Jlatin$
.latin6é
Jlatin7
.latin8
Jlatin9
118
kis
.C18
.b1g5

object.php

LCen

LCYT
.arb
g1k
Cheb
Ctrk

Big5

.180-r1u



http://www.iana.org/assignments/character-sets Big5

3 http ey dama orgfass gnmentsicharacter-sets - Microsoft Intermnet Explorer

| #EE REE® BR0O BOSEW IAD HA®
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J +—8 TF—CE1 =1k HHEHEHE BE i BERE
Jﬁﬂiﬂ:@ IEI hittpaitasgew dana.orgfassgnmentsicharacter-sets

|34 »| | Norton AntiVirs [] ~

Wame: Bigs (preferred MIME name)

MIBerum: 2024

Source: Chinese for Talwan Multi-hyte set,
PCL Swmbol et Id: 18T

#lias: csBigs




<<22>>AddType AddHand]ler

AddType MIME
AddType MIME mime.types
*tgz application/x-tar
817 AddType application/x-tar .tgz
AddHandler
827  AddHandler cgi-script .cgi CGI (
”ExecCGI” Options
827 #AddHandler cgi-script .cgil
AddHandler send-as-is asis HTTP
832 #AddHandler send-as-1s asis
AddHandler imap- file map
837 AddHandler 1map-file map
AddHandler type var Apache
844 AddHandler type-map var
Addoutputfilter (
”Includes”  Options
851 AddOutputFilter INCLUDES .shtm]
/etc/mime.types  mime.types
AddType

/etc/mime.types

[root@flash /]# vi fetc/mime. types



<<23>> Action
Action CGl

Action Action MIME
CGI CGI
Action media/type /cgi
Action handler-name /cgi
857 # Format: Action media/type /cgi-script/location
858 # Format: Action handler-name /cgi-script/location
AddType .mytext text/my_text type
Action text/my_text type
/cgi-bin/my_text type handler
AddType text/my text type .mytext
Action text/my text type /cgi-bin/my text type handler

Action image/gif CGI /cgi-bin/images.cgi
Action i magbiligifmaggs. cgi

AddHandl erxyz my-file-type Action my- file-type

/cgi-bin/program.cgi

AdHdland | efri tteype . xyz
Acti ohi higy pe -btgi program. cgi



<<24>>ErrorDocument

ErrorDocument

—

866 #ErrorDocument 500 "The server made a boo boo."
867 #ErrorDocument 404 /missing.html
868 #ErrorDocument 404 "/cgi-bin/missing_handler.pl”
869 #ErrorDocument 402 http://www.example.com/subscription info.htm]

866 869 ErrorDocument

2

Cal



200 Ok

201 Created

POST

202 Accepted

204 No Content

301 Moved Permanently

URL(

302 Moved Temporarily

URL( )

304 Not Modified

400 Bad Request

401 Unauthorized

402 Payment Required

403 Forbidden

404 Not Found

500 Internal Server Error

CGI

501 Not Implemented

GET POST PUT DELETE

HEAD)

502 Bad Gateway

503 Service Unavailable

505 HTTP Version Not Supported

(HTTP/1.0
HTTP/1.1)




Alias /error/HTTP_<error>.html.var
includes

Alias /error/include/ “/your/include/path/”

HTTP_<error>.html.var Alias
( /var/www/error/include/ )
/your/include/path/ Alias

882 #  Alitas ferror/include/ "/vyour/include/path/"

Apache
( .var )
/var/www/error
ErrorDocument .var .var

889 Alias /error/ "/var/www/error/"
390

891 <IfModule mod_negotiation.c>
892 <IfModule mod_include.c>

893 <Directory "/var/www/error">

394 AllowOverride None

895 Options IncludesNoExec

396 AddOutputFilter Includes html
897 AddHandler type-map var

398 Order allow,deny

899 Allow from all

900 LanguagePriority en es de fr
901 ForceLanguagePriority Prefer Fallback
902 </Directory>

903

904 ErrorDocument 400 /error/HTTP_BAD _REQUEST.html.var

905 ErrorDocument 401 /error/HTTP_UNAUTHORIZED.html.var

906 ErrorDocument 403 /error/HTTP_FORBIDDEN.html.var

907 ErrorDocument 404 /ferror/HTTP_NOT_FOUND.html.var

908 ErrorDocument 405 ferror/HTTP_METHOD_NOT_ALLOWED.html.var
909 ErrorDocument 408 /error/HTTP_REQUEST TIME OUT.html.var
910 ErrorDocument 410 /ferror/HTTP_GONE.html.var




911 /error/HTTP_LENGTH_REQUIRED.html.var

/var/www/error/HTTP_ LENGTH_REQUIRED.html.var

/error/ /var/ww/error
911 ErrorDocument 411
912 ErrorDocument 412

;
;
913 ErrorDocument 413
914 ErrorDocument 414
915 ErrorDocument 415
ErrorDocument 500

;

;

;

;

916

917 ErrorDocument 501
918 ErrorDocument 502
919 ErrorDocument 503
920 ErrorDocument 506

/var/www/error/

[root@flash error]# s
contact.html.var
HTTP_BAD_GATEWAY.html.var
HTTP_BAD_REQUEST.html.var
HTTP_FORBIDDEN. html.var
HTTP_GONE. html.var

HTTP
HT'TP
HTTP_METHOD_NOT_ALLOWED. htm]
HTTP_NOT_ACCEPTABLE.html.var
HTTP_NOT_FOUND.html.var

HTTP_NOT_IMPLEMENTED. html.var

Error 403

INTERNAL_SERVER_ERROR.html.var
LENGTH_REQUIRED. html.var

889  Alias

Jerror/HTTP_LENGTH_REQUIRED.html.var
ferror/HTTP_PRECONDITION_FAILED.html.var
Jerror/HTTP_REQUEST _ENTITY _TOO_LARGE.html.var
Jerror/HTTP_REQUEST URI_TOO_LARGE.html.var
ferror/HTTP_SERVICE_UNAVAILABLE. html.var
ferror/HTTP_INTERNAL_SERVER_ERROR.html.var
Jerror/HTTP_NOT _IMPLEMENTED.html.var
Jerror/HTTP_BAD_GATEWAY.html.var
Jerror/HTTP_SERVICE_UNAVAILABLE.html.var
Jerror/HTTP_VARIANT ALSO _VARIES.html.var

HTTP_PRECONDITION_FAILED.html.var
HTTP_REQUEST ENTITY_TOO_LARGE.html.var
HTTP_REQUEST TIME OUT.html.var
HTTP_REQUEST _URI_TOO_LARGE.html.var
HTTP_SERVICE_UNAVAILABLE.htm!.var
HTTP_UNAUTHORIZED. html ., var
HT'TP_UNSUPPORTED _MEDIA TYPE.html.var

var HTTP_VARTANT _ALSO_VARIES.html.var
include
noindex.html
README
( )

906

/var/www/error/HTTP_FORBIDDEN.html.var
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Access forbidden!

You don't have permission to access the requested directory.
There iz either no index document or the directory is read-
protected.

If vou think this is a server error, please contact the
webmaster

Error 403

flash.aaswcomr
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kk.html Error404
907  ErrorDocument
/var /error/HTTP_NOT_ FOUND.html.var

a Object not found! - Microsoft Internet Explorer
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Object not found!

The requested URL was not found on this server. If vou
entered the UREL manually please check vour spelling and try
again.

If you think this is a server ertor, please contact the
webmaster

Error 404
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<<25>>BrowserMatch

BorwserMatch

BrowserMatch
929
930

929 BrowserMatch
930 BrowserMatch
931 BrowserMatch
932 BrowserMatch
933 BrowserMatch

941 942

941 BrowserMatch
ct-carefully
942 BrowserMatch

<<26>>

Apache

Server-status

"Microsoft Data Access Internet Publishing Provider"

HTTP
KeepAlive

4 Keepalive HTTP1.0

"Mozilla/2" nokeepalive

"MSIE 4\.0b2:" nokeepalive downgrade-1.0 force-response-1.0
"RealPlayer 4\.0" force-response-1.0

"Tava/1\.0" force-response-1.0

"IDK/IN.0" force-response-1.0

non-Get ( slash)

DAV

redire

"MWebDrive" redirect-carefully

Server-info  Server-status
Server-status

Server-info

951

61.218.29.0/255.255.255.248

948

952

048 <location /server.status.content>

949
950
951
952

SetHandler server-status
Order deny,allow
deny from all

allow from 61.218.29.0/255.255.255.248

953 </Location>

Server-info

mod_info.c Server-info

962 61.218.29.0/255.255.255.248

960 <lLocation /server.info.content>

96 ]
962
963
Y64

SetHandler server-into
Order deny,allow
deny from all

allow from 61.218.29.0/255.255.255.248

965 </Location>



218 ExtendedStatus server-status Apache
ExtendedStatus Off Apache

218 ExtendedStatus On

193 LoadModule /etc/httpd/modules/mod_status.so
mod_status.so
196 LoadModule /etc/httpd/modules/mod_in.so mod_info.so

9
%
%
96

3 LoadModule status_module modules/mod_status.so
4 LoadModule autoindex_module modules/mod_autoindex.so
51

[

3 A

oadModule asis_module modules/mod_asis.so
oadModule 1nfo_module modules/mod_info.so

~

]
]
]
]

http://flash.aasir.com/server-info Apache

it Intemet Explorer
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Apache Server Information j

Server Settings, proxy Conmect.c, proxy hitp.c, proxy fip.c, mod proxy.c, mod_rewrite.c, mod_alias.c, mod userdir.c, mod speling.c,

mod actions.c, mod imap.c, mod dir.c, mod negotiation.c, mod vhost alias.c, mod dav fs.c, mod cgi.c, mod info.c, mod asis.c,
amod_autoindex.c, mod status.c, mod_dav.c, mod_mime.c, wmod setenvif.c, wmod unique id.c, mod usertrack c, mod _headers.c, mod_expires.c,
mod ceérn metd.c, mod mime wmagic.c, mod env.c, mod log config.c, mod include.c, mod auth dizest.c, mod anth dbm.c, mod auth anon.c,
amod_auth.c, mod_access.c, wmod ssl.c, mod python.c, zapl apache? ¢, mod perl.c, mod_auth pgsgl.c, wmod_auth mysgl.c, moed_so.c, http core.c,
prefork.c, cove.t

Server Version: Apache/2.0.40 (Red Hat Linux)

Server Built: Sep 4 2002 17:20:34

API Version: 2002062%:0

Hostname/port: flash.aasir, con: 30

Timeouts: cormection: 300 keep-alive: 300

MPM Name: Prefork

MPM Information: Max Daemons: 150 Threaded: no Forked: wes
Server Root: fetc/httpd

Config File: conf/httpd.conf

Module Name: proxy_connect.c
Content handlers: aore

Configuration Phase Participation: sase
Request Phase Participation: sore
Module Directives: none




http://flash.aasir.com/server-status Apache
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Apache Server Status for flash.aasir.com

Server Wersion: Apachef2.0.40 (Red Hat Linuz)
Server Built: Sep 4 2002 17:20:34

= erE

Current Time: £ HiPY, 06- 2 H-2003 09:18:33 C3T

Restart Time: £ 287, 06-2 2003 09:11:53 CST
Farent Server Generation:

Server uptime: 6 minutes 40 seconds

Total accesses: 6 - Total Traffic: 140 kB

CPU Usage: u0 s0 cull cs0

015 requestsisec - 358 Blsecond - 23.3 kB/equest
1 requests currently being processed, 7 idle workers

Scoreboard Eey:

"_" Waiting for Connection, "s" Starting up, "R" Eeading Eequest,
"¢" Sending Reply, "K" Keepalive (read), "p" DNS Lookup,

"¢" Closing contection, "L" Logging, "6" Gracefully finishing,
"1" Idle cleanup of worker, "." Open slot with no current process

Siv PID Acc M CPU SS Req Conn Child Slot  Client VHost Request
00191090/ 1/1 Q00 3390 00 006 00661218205 flashassitcom GET ferver-info HTTE/L.L =

server-status  server-info
<Loaction /server-status>

<Location/server- info>

server-status server-info server.status.content

server.info.content Allow from 61.218.29.0/255.255.255.248

255.255.255.248

948 <location /server.status.content>
949 SetHandler server-status

950 Order deny,allow

95] deny from all

952 allow from 61.218.29.0/255.255.255.248
953 </Location>
960 <Location /server.info.content>

96 ] SetHandler server-info
962 Order deny.,allow
963 deny from all

V64 allow from 61.218.29.0/255.255.255.248
965 </Location>



http://flash.aasir.com/server.status.content Aapche
Apache Apache
CPU

Internet Explorer
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Apache Server Status for tlash.aasir.com

Server Version: Apache/2.0.40 (Red Hat Linux)
Server Built: Sep 4 2002 17:20:34

Current Time: £ 817, 06- 2 §-2003 09:44:31 CST
Restart Time: &£ HiPY, 06- 2 H-2003 09:43:30 CST
Parent Server Generation: O

Server uptime: 1 minute 1 second

Total accesses: 2 - Total Traffic: ZkE

CFU Usage: ull a0 culd csd

328 requestsisec - 33 Bizecond - 1024 Bhequest
1 requests currently being processed, 7 idle workers

Srv

PID (Process ID Number)
Acc

CpU CPU
SS

Reques
Client 1P

Scoreboard Key:

" " Waiting for Connecnon, "g" Starting up, "R" Eeading Bequest,
"y " Sending Reply, "K" Keepalive (tead), "D" DNE Lookup,

"c" Closing connection, "L" Logging, "6" Gracefully finishing,
"1" Idle cleanup of worker, "." Open slot with no current process

Siv FID Acc M CPFU $5 Req Conn Child Slot  Client VHost Request

00 192370/1/ _ 000 580 0.0 000 00061.21829.5 flash.aasit.com GET Aerver-status HTTFALLL
10192330/ _ 000 500 0.0 000 00061.218.295 flash.aasir.com GET fserver.status.content HTTF/L.1
3019240000 WO000 0 0 00 000 00061218295 flash.aasircom GET Aserverstatus.content HTTFLLL

Srv  Child Server number - generation

PID 02 process ID

Acc Number of accesses this connection / this child / this slot

M bode of operation

CPFU CFPU usage, number of seconds

88 Seconds since beginning of most recent request

Req Milliseconds required to process most recent request
Conn Kilobytes transferred thiz connection
Child Megabvtes transferred this child

Slot Total megabytes transferred this slot



<<27>>ProxyRequests

Apache ProxyRequests Off
CacheRoot NoCache
* Apache
#
mod_cache.so ( )
CacheRoot
CacheSize
( 5K) CacheGclnterval
20% 40%
CacheMaxExpire
CacheRoot /etc/httpd/proxy

CacheLastModifiedFactor
CacheLastModifiedFactor
5 (120)
CacheLastModifiedFactor 0.1 12
(120%0.1=12)
CacheDefaultExpire
CacheDefaultExpire
NoCache 1P

969 #<IfModule mod_proxy.c>

970 #ProxyReguests On

971 #

972 #<Proxy *>

973 # Order deny,allow

974 # Deny trom all

975 # Allow from .your-domain.com
976 #</Proxy>

977
978
979
980

Enable/disable the handling of HTTP/1.1 "Via:" headers.

("Full" adds the server version: "Block" removes all outeoing Via: hea
;

S

O S S5 3

ders)
981 # Set to one of: Off | On | Full | Block
082 #
983
984
985 i
986 # To enable the cache as well, edit and uncomment the following lines:
987 # (no cacheing without CacheRoot)

988

ST

 Pr0xyVia On

4

4 S 3 3



989 #CacheRoot "/etc/httpd/proxy”

990 #CacheSize 5

991 #CacheGelnterval 4

992 #CacheMaxExpire 24

993 #CachelLastModifiedFactor 0.]

994 #CacheDefaul tExpire |

995 #NoCache a-domain.com another-domain.edu joes.garage-sale.com
996

997 #</ 1 tModule>

mod_cache.so

/et/httpd/proxy (CacheMaxExpire)
24 (CacheGeclnterval)
5K(CacheSize)
anonymous FTP 1
(CacheDefaultExpire) HTTP FTP
CacheLastModifiedFactor
(CacheDefaultExpire*CacheLastModifiedFactor=1*0.1=0.1) 0.1

NoCache a-domain.com another-domain.edu joes.garage-sale.com
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WWWw.aasir.com /usage/
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Usage Statistics for aasir.com

Summary Period: Last 12 Months
Generated 07-Feb-2003 13:23 CST

Uzage summary for aasir.com Yizics f Sites
g @
£ =l
L g
i
| B o
Mar ner" Na% Jun Jul nug SeE Oct Mow Dec Jan Fe_b %
htpasswd
Apache htpasswd Unix  passwd

#htpasswd password- file
webmaster password.file
/home/chaiyen

[root@aasir chaiyen]# htpasswd -c¢ /home/chaiyen/password.file webmaster
New password:

Re-type new password:

Updating password for user webmaster

htpasswd
htpasswd -C
-C goodman

[root@aasir chaiyen]# htpasswd /home/chaiyen/password.file goodman
New password:

Re-type new password:

Adding password for user goodman



Htpasswd

-d Crypt Unix
-m MD5
-S SHA

Apache /var/www/html/html/usage

[root@aasir chaiyen]# chmod 755 /var/www/html/html/usage

Apache /home/chaiyen/password.file

[root@aasir chaiyen]# chmod 644 /home/chaiyen/password.file
Apache httpd.conf
[root@aasir chaiyen]# vi /etc/httpd/cont/httpd.cont

/var/www/html/html/usage

1034 <Directory fkdlfﬁﬁﬁfhtm]fhtm]fUHd“C}
1035  AuthName "HEEEEVEEENER"
1036 AuthType basic

)37 AuthUserFile /home/chaiyen/password.file
1038  require user webmaster
1039 9 Auth&uthnritatiwc on

% SEHLA IR E H S R RS -

smat. el BAsir comm

wE AETEEAEENES
EREEHD |

TEE) |

[T #hEEEET I rESRE R




<Location /secure>
AuthName "realm "

AuthType basic|Digest

AuthUserFile

AuthGroupFile

require user userl user2 group groupl group2

AuthAuthoritative on

</Location>

<Directory /secure>
AuthName "realm "
AuthType basic|Digest
AuthUserFile
AuthGroupFile
require user userl user2 group groupl group2
AuthAuthoritative on
</Directory>
mod auth

9999

AuthName /secure realm

AuthType Basic Digest Basic
Digest
MD5 Basic

AuthUserFile
/home/chaiyen/password.file
AuthGroupFile
Require
require webmaster webmaster /var/www/html/html/usage
(webmaster
AuthAuthoritative
on off



1-4

IP
NameVirtualHost
1019 #NameVirtualHost
1-4-1
IP 1P
61.218.29.3 flash.aasir.com (
/var/www/html/html) Virtual2.aasir.com (
/var/www/virtual2 ) Virtual3.aasir.com (
/var/www/virtual3)
flash.aasir.con
I— . — / var/ www/ ht ml / ht
é
e —
6 2 1283
Virtual 2. aasViTrtygml 3. aasir.com

N awwiw i r2t ual /v awww i r3t ual

Apache

<VirtualHost>

IP



/etc/httpd/conf/httpd.conf

NameVirtualHost 1P
NameVirtualHost *
1P NameVirtualHost

1019 #NameVirtualHost

flash.aasir.com 61.218.29.3:8080
NameVirtualHost 61.218.29.3:8080
Ipv6
NameVirtualHost [fe80::a00:20ff:ccea]: 8080
*
NameVirtualHost  *
NameVirtualHost 61.218.29.3
<VirtualHost 61.218.29.3>
#
</VirtualHost>
1027 * IP
1028 ServerAdmin E-mail
1029 DocumentRoot
1030 ServerName
1031 ErrorLog
1032 CustomLog
1027 #<VirtualHost *>
1028 # ServerAdmin webmaster@dummy-host.example.com
1029 # DocumentRoot /www/docs/dummy-host.example.com
1030 # ServerName dummy-host.example.com
1031 # ErrorLog logs/dummy-host.example.com-error_log
1032 # CustomlLog logs/dummy-host.example.com-access_log common

1033 #</VirtualHost>



Virtual2.aasir.com  Vitual3.aasir.com 1P
61.218.29.3 DNS

Hostname {wio domain) IP fUE

6l.2158.29.3

61.215.29.3

61.215.29.2

23 DNS IR MU 1-48 4% -
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NameVirtualHost 1P
61.218.29.3 1P

1 8 9
15 16 22
61.218.29.3 flash.aasir.com(  ServerName
) /var/www/html/html
61.218.29.3 virutal2.aasir.com(  ServerName
) /var/www/virtual2
61.218.29.3 virutal3.aasir.com(  ServerName
) /var/www/virtual3

NameVirtualHost 61.218.29.3

|
2 <VirtualHost 61.218.29.3>
3 ServerAdmin wu.chaiyen@msa.hinet.net
4 DocumentRoot /var/www/html/htm]

3 ServerName flash.aasir.com

6 ErrorLog logs/virtual.com-error_log

7 CustomLog logs/virtual.com-access_log common

8 <fVirtualHost>
9 <VirtualHost 61.218.29.3>

10 ServerAdmin wu.chaiven@msa.hinet.net

| ] DocumentRoot /var/www/virtual2

12 ServerName virtualZ.aasir.com

13 ErrorLog logs/virtual2.com-error_log

14 CustomLog logs/virtual2.com-access_log common
15 </VirtualHost>

16 <VirtualHost 61.218.29.3>

17 ServerAdmin wu.chaiven@msa.hinet.net

18 DocumentRoot /var/www/virtual3

19 ServerName virtuald.aasir.com

20 ErrorLog logs/virtual3.com-error_log

2] CustomLog logs/virtual3.com-access_log common

22 </VirtualHost>



/var/www virtual2 ~ virtual3
[root@flash wwwl# mkdir virtual?
[root@flash wwwl]# mkdir virtual3

Virtual2.aasir.com

a hittp:fhvirtual® aasir com - Microsoft Internet Exp... =]
J wERE EEE R EEREL ¥

* ) @ o]
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Virtual3.aasir.com
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/var/www/virtual2

/var/www/virtual3



1-4-2 1P
IP
Listen 1P

Listen 61.218.29.5:80

Listen 61.218.29.6:80

Listen 61.218.29.7:80

Listen 61.218.29.8:80

Listen 61.218.29.9:8080

ip <VirtualHost>

<VirtualHost 1P : IP T >

</VirutalHost>

61.218.29.5  61.218.29.7 IP
<VirtualHost 61.218.29.5 61.218.29.7>

</VirtualHost>

61.218.29.6:80 61.218.29.8:80  61.218.29.9:8080

<VirtualHost 61.218.29.5:80 61.218.29.61:80 61.218.29.8:8080>

</VirtualHost>



1- 5Apache
Apache Include httpd.conf
/etc/httpd/conf/httpd.conf 168 Include /etc/httpd/conf.d

162 Include cont.d/*.cont

1-5-1 /etc/httpd/conf.d/php.conf PHP
/etc/httpd/conf.d php.conf

[root@flash conf.d]# vi php.conf

LoadMoudule php4 moudule PHP libphp4.so
PHP /etc/httpd/modules/libphp4.so 11 15
PHP Files *.php 21 DirectoryIndex

# PHP 1s an HIML-embedded scripting language which attempts to make 1t
easy for developers to write dynamically generated webpages.

S ET

LoadModule php4_module modules/libphp4.so

i
# Cause the PHP interpreter handle files with a .php extension.
#
<Files *.php>
SetOutputFilter PHP
SetInputFilter PHP
Limi tRequestBody 524288
</Files>

U

# Add index.php to the list of files that will be served as directory
# indexes.

i

DirectoryIndex index.php

b b —
—

PHP /etc/php.ini
/etc/php.ini 312 register _globals=off register _globals=On PHP

[root@aasir chaiyen]# vi fetc/php.ini

312 register_globals = on



1-5-2 /etc/httpd/conf.d/ssl.conf

Apache HTTP mod_ssl OpenSSL
Apache
P E D
D(E(P)=P P E D
SSL
Al i ce Bob
>

Eavesdropper

E (Encoding)aag)rithm
D: (Decodi nQg) gorithm

e Encoding key
d: decoding key
X {02}* X ~{0,1}*
e X y
Al i ce oy =Efe—itb Bob
y
D(d, y) =x
D(d, E(e, x)) =X

He)® x D) ¥y
((x d) e)=x

Ee ) x X
D(E(e

mod_ssl

D(E(P))=P
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http://httpd.apache.org/docs-2.0/mod/mod_ssl.html SSL
http://www.modssl.org/docs/

/etc/httpd/conf.d ssl.conf
[root@tlash conf.d]# vi ssl.cont
LoadModule ssl_module /etc/httpd/modules/mod._ssl.so
16 LoadModule ssl module modules/mod ssl.so
Listen 443 443

27 Listen 443

33  ErrorLog
34  CustomLog
33 # ErrorLog logs/dummy-host.example.com-error_log
34 # CustomLog logs/dummy-host.example.com-access_log common
36 85 SSL 86 256
SSL
AddType .crt application/x-x509-ca-cert
AddType .crl application/x-pkes7-crl
46 AddType application/x-x509-ca-cert .crt
47 AddType application/x-pkcs7-crl crl
Apache SSL Private Key
Private Key mod_ssl
builtin  exec:/path/to/program
SSLPassPhraseDialog Private Key

53 SSLPassPhraseDialog builtin



SSLSessionCache global/inter-process SSL Session Cache

SSLSessionCache none global/inter-process SSL

Session Cache
SSLSessionCacheTimeout SSL session 300

58 #SSLSessionCache none

59 #SSLSessionCache shmht:/var/cache/mod_ss!/scache(512000)
60 #SSLSessionCache shmeb:/var/cache/mod_ss1/scache(512000)
6] SSLSessionCache dbm: /var/cache/mod_ssl/scache
62 SSLSessionCacheTimeout 300

SSLMutex SSLMutex none
file:/path/to/mutex  scm

67 SSLMutex file:logs/ssl _mutex
SSLRandomSeed OpenSSL (starup) SSL (connect)

PRNG builtin SSLRandomSeed builtin
file:/path/to/source egd:/path/to/egd-socket  exe:/path/to/program

79 SSLRandomSeed startup builtin

80 SSLRandomSeed connect builtin

81 #SSLRandomSeed startup file:/dev/random

82 #SSLRandomSeed startup file:/dev/urandom
83 #SSLRandomSeed connect file:/dev/random

84 #SSLRandomSeed connect fi1le:/dev/urandom

90 <VirtualHost default:443>

L TR I I |

93  DocumentRoot SSL

95 SSL

90 <VirtualHost default :443>
9]

92 # General setup for the virtual host
93 DocumentRoot "/home/chaiyen/html"”

94 ServerName aasir.com:443

95 ServerAdmin wu.chaiyen@msa.hinet.net
96 ErrorLog logs/ss! error log

97 TransferLog logs/ss] access log




1-6 webalizer

httpd.conf ErrorLog LogLevel
/etc/httpd/logs/error_log /var/log/httpd/error_log
/etc/httpd/logs/error_log

[Thu Feb 06 01:00:25 2003] [error] [client 61.218.29.5] File does not exist: /va
r/www/html/html/server-info

[Thu Feb 06 01:00:33 2003] [error] [client 61.218.29.5] client denied by server

configuration: /var/www/html/html/server-status

[Thu Feb 06 01:02:29 2003] [warn] child process 16760 still did not exit, sendin
g a SIGTERM

HTTP
/etc/httpd/logs/access log( /var/log/httpd/access _log )
httpd.conf LogFormat CustomLog
access_log

218.165.141.157 - - [06/Feb/2003:07:33:33 +0800] "GET /modules.php?name=News&t1]
e=categories&op=newindex&catid=l HTTP/1.1" 200 9688 "http://aasir.com/modules.ph
pTname=Downloads" "Mozilla/4.0 (compatible; MSIE 5.5; Windows 98)"

61.59.141.216 - - [06/Feb/2003:07:33:33 +0800] "GET /themes/NukeNews/images/corn
er-top-right.gif HTTR/1.1" 200 111 "http://www.aasir.com/modules.php?name=Newsdn
ew_topic=6" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)"



1-6-1Webalizer
Webalizer Apache

webalizer.conf

[root@flash httpd]# vi /etc/webalizer.cont

LogFile  webalizer.conf /var/log/httpd/access_log
28 LogFile /var/log/httpd/access log
OutputDir  webalizer.conf webalizer
/var/www/html/usage
42 OutputDir fvar/www/html/usage
HistoryName
/var/lib/webalizer/webalizer.hist Webalizer 12
52 HistoryName /var/lib/webalizer/webalizer.hist
Incremental yes
67 Incremental yes
IncrementalName Incremental

76 IncrementalName /var/lib/webalizer/webalizer.current
ReportTitle

83 ReportTitle Statistics for AASIR

HostName

94 Hos tName WWW.a4asS11.com

HTMLExtension html

[00 HIMLExtension htm]




PageType html  cgi
108 PageType htm*
109 PageType cgl

UseHTTPS

120 #UseHTTPS no

1-6-2Webalizer

webalizer
[root@flash www]# webalizer

webalizer

[root@flash httpd]# cd /var/www/html/usage
[root@flash usage]# Is

ctry usage 200210.png daily usage 200301 .png
ctry usagce 200211 .png  daily usage 200302.png
ctry usage 2002 hourly usage 200210.png

ctry usage 2 hourly usage 200211.png

ctry usage 200302.png  hourly usage 200212.png
daily usage 200210.png  hourly usage 200301 .png
daily usage 200211.png  hourly usage 200302.png

STAYA'
000

daily usage 212.png  1ndex.html

mstree. e
usage_200210.html
usage_200211.html
usage_200212 . html
usage_200301.html
usage_200302.html
usage.png
webalizer.png



mozilla

[root@flash www]# mozilla /var/www/html/usage/index.html
flash.aasir.com

Usage Statistics for flash.aasir.com

Sunmary Pexiod: Last 12 Months
Generated 07-Feb-2003 00:37 CST

Usage sunnary for flash,aasir.con Yizitn 4 Sites
] o
< ] =
£
3 =3
& &
—
@ et
E l
g l L . | =
Mar HEI" Nag Jun Jul Hug SeE Oct How Dec Jan Fe_b m
| Summary by Month
g | Daily Avg | Monthly Totals
MBI [FiGE| Poges viers Stes [REWGHN vists Poges [NElas NGRS
Feb 2003 447 7 88 9 78 21551 56 519 467 | 2687
Jan 2003 808 359 87 13 495 531930 415 2709| 11158| 25003
Dec 2002 434 147 29 9 792 168488 279 918 4561 | 13481
Mov 2002 212 52 12 5 292 25750 150 353 1509 | &149
St 2002 276 30 5 2 167 6322 60 114 646 | 5798

Usage Statistics for flash.aasir.com

Swnmary Period: February 2003
Generated 07-Feb-2003 00:37 CST

Draily Statistics] [Howrdy Statistics] [URLs] [Entry] [Exit] [Sites] [Referrers] [Search] [Agents] [Countries

Monthly Statistics for February 2003

Total Hits 26587
Total Files 467
Total Pages 519
Total Vigits 56
Total KBytes 21551
Total Unique Jites 78
Total Unique URLs 157
Total Unique Referrers 35
Total Unique User Agents 22

Avg Max
Hits per Hour 18 315
Hirs per Day 447 633
Files per Day 77 134
Pages per Day 86 211
Wisits per Day 9 11
KBytes per Day 3592 7979




Code 200 -CK 467
Code 208 - Partial Content i
Code 301 - Moved Permanently 10
Code 302 - Found K}
Code 304 - Mot Modified 310
Code 400 - Bad Bequest 166
Code 403 - Forbidden 197
Code 404 - Mot Found 1529

Code 500 - Internal Sernver Enror

Code 501 - Mot Implermented




10 497
10

| Daily Statistics for February 2003

Doy MGG MNEIGSHN |  Poges | visws | Sies NN

1 [ 487 1w 30 saus| 211 wesw| 11 weam| 21 morm| 1469 6w
2 | 143 smm| 16| zasm| 12| zo1m| 11| 1964% | 16| 2051% | 2432 11.29%
3 | 457 rrow| 10| masw| 22 azam| 9 worw[ 17 airem| gd39 | masm
4 [ 82 rroam| s0| wrnwm| 47 soswm| 7 waom| 12 15w 1461 erem
5 | 633 zzs6w| 134 zseem| 11| z1sem| 9| worm[ 17| zimem| 7979 wuzm
6 | 485| 1e05%| 127| 2r.10% | 116 z235% | 11| 1964% | 13| 1667% | 1770 #21%

Hourly usage for February 2883

497

/Files / Hits

lllllll lllllllllllll

mod = 8 &4 &3 E F B 9 i i iz is a8 iy s iy lE 68 &b w2 ZE
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12 10 (22) 25.01%
17.31% 0 10.92%
| Hourly Statistics for February 2003
1 s ——— ————
| Total o Teta SN ITEEIN
0 39| 234 srm| 11] 67 wezsm| 11| 71 1zeem| 392 2352 werm
1 11| &% 5T 1 9 1.93% 2 16 302% | 82 191 1.38%
2 9 55 205% o 3 0647 0 2 0.30% 11 63 0.20%
3 11| 67| zww| o 2[ ewes[ o 2] omw| €2 371 1mw
4 13| 78 2007 ol o 0.00% ] 2 0.30% 13 78 0.36%
5 10 65 zaw| o] 2] ocam[ 0 1] oww| 61 38 17w
6 19| 118 4 50% 0/ o 0.00% 0 1 0.19% | 20 121 0.56%
7 14) 84| =zwwm| o 1] on;m[ o 3] 0w 14 87 n40m
8 31| 120 TOTR 7| 42 & 005 5 33 636% | 65 387 1.80%
9 26| 159 soem| 11] 67 wmzam| w0 61 1w so| 483 zzam
10 g2| 497 1zsom| 4| 28 coom| 36[ 218 wwm| 34 204 ossm
11 19 118 4mm| [ 48] wzw| 1] 7] 13sm| 292 1754 su4m
12 w| 2| za;wm| 1] w0 zwuem| o 5[ ossw| ses[ 5390 zmom
13 12 74 zmwm[ 1] 10| ziuw[ o 4/ omm| 15 m|l oaw
14 9 55 zosm| o 5[ torm| 0 3| ozewm| 289 1734 susm
15 5 32 1.10% ol 1 021% 0 1 0.19% | 56 335 154
16 10| 63 i.34% 3| 20 4.38% 2 16 I0E% | 69 414 1.92%
17 0| 85| zaw| 321 asmm| 3] 19 zeem| 120) 721 sm
18 21| 131 4 287 2] 14 3005 1 8 154%| 7§ 452 2.10%
19 5 33 1.23% 0 1 021% 0 1 0.19% | 56 336 1.56%
20 o/ 58| zwm| 3[22] amm| o 2| omwm| 10 e63] ovm
21 33| 201 74e%| 12[ 73 1563% 2 15 180% | 138 829 385%
22 14| 88| 2w 2| 18] sam| 2] 13| zaom| 622 3731 ram
23 15| 91| zwm| 0| 5] 1oem| 2| 15] zsem| 16 96| 045w




157 /example/object.php

42 /example/e/ddm.exe
13366Kbytes 62.02%
/example/e/ddm.exe
62.02% ddm.exe

| Top 30 of 157 Total URLs
I 4 vk

1 42 1.56% 1 0.00% |fexamplefiobject. php

2 34 127% 141 0.65% |/zenver-atatng

3 26 097% 210 0.97% |/

4 22 0.81% 12 0.05% |/themes/DeepBlue/stylefstyle cas

) 20 0.74% 26 0.12% |fquenyimysgl testphp

6 18 0.67% 4852 22.51% fgood/chaiyendies aw. swi

7 12 0.45% 45 0.21% |fexamnpled

8 11 0.4% [ 0.03% |feoodichayenesaw himnl

2 8 0.30% 13366 62.02% |fexampledddin. exe

10 8 0.30% 15 0.07% |{zhop/def ault hivn

11 7 0.26% 15 0.07% |farr.php

12 [ 0.21% 38 0.13% |fgoodichaiyen

13 6 0.20% 1 0.00% |frobots tat

14 6 0.22% 36 0.17% |{shop/register. htmn

15 [ 0.21% 13 0.06% |/zhopd/def anlt hin

16 ) 0.10% 27 0.13% |fmodules. php

17 ) 0.19% 8 0.04% /sl test.php

18 5 0.19% 316 1.47% |fzenver-info

19 4 0.15% 10 0.05% |fexample/HThL/

20 q 0.15% 10 0.04% |fexampleffs

21 4  015% 10 0.05% |fexamnple/2A HEAE of

22 3 0.11% 2 0.01% |/querydquery.php

23 3 0.11% 11 0.05% |{aenser atamnls.content

24 3 0.11% 6l 0.20% |f~Justnd

25 2 0.07% ] 0.00% |/bs_insert.php

26 2 0.07% 0 0.00% |feg-hinhtsearch

27 2 0.07% 0 0.00% |fcgi-bin'namazu.cg




flash.aasir.com 10

| Top 10 of 157 Total URLs By KBytes

I__—_

1 0.20% 13366 62.02% |lexarnplefddin.exe

2 18 0.67% 4852 £2.51% {eoodichaiveniiesawr. swi
k] 5 0.19% 3o 1.47% |{senver-info

i 26 0.97% 210 0.97% |/

5 34 1375 141 0.65% [{zerver-stats

6 3 0.11% 61 0.29% |f~justind

7 12 0 45% 45 0.21% |fexamplel

8 0.22% k] 0.18% {good/chaiyen

9 0.21% 3o 0.17% |/shopfresister bt

10 5 0.10% 27 0.13% |fmodules. php

| Top 10 of 10 Total Entry Pages

I__I vists [ RL

1 0.57% 14 35.00% |/

2 11 0.41% 9 22.50% feoodfchaiyendizsaw . hionl
3 0.30% 5 12.50% |fshopsfdefault.htm

4 0.22% 4 10.00% |shop/def anlt bt

) 12 0.45% 3 T.50% fexample!

[ 4 0.15% 1 2.50% fexampleH ThL!

] 4 0.15% 1 2.50% |fexampled/

8 5 0.19% 1 2.50% |fsenrer-info

] 34 1.27% 1 2.50% |faenrer-atans

10 [ 0.31% 1 2.50% |{shopfregister.him




1 26 0.57% 11 27.50% |/

2 11 0.41% 10 5.00% |feoodfchaiyvendigsamw hitml
3 (1 022% 5 12.50% |!shopfregister hion

4 34 1.27% il 10.00% |{zenser-stats

) 4 0.15% 2 5.00% examplef!

[ 0.30% 2 5.00% !shopfdefaulthitm

7 0.22% 2 5.00% |{shop2idef avlt hivn

8 12 0.45% 1 2.50% \fexample/

9 1 0.04% 1 2.50% |fexampledy

10 [ 0.22% 1 2.50% |feood/chaiyen/

Top 30 of 78 Total Sites

___I Vists | Hosmame

|t |t |t | e
=|u|u|-|=|~=|=°|-'|=~|="|h|“|“|-| =

23.00% | 231 [ #0.46% | 2875 [ 13.34% [ 13 [ 23.21% [61-218-29-5. hiner-ip hinet.net
641 | z286% | 0| ooom| 654 z04m| 0 0.00% [61-218-232-188 hinet-ip hiner net
314| 1160%| 3| oeam| 1] oww| 1] Lrewm|61.23338.16
204 7so%| 0f ooom| 207) ossm| 0 owm 61-218-154-85 hinet-ip hinetnet
127 47am| 0| ooom| 130] ocom| 0 coom 61-218-232-187 hinet-ip honet net
121 450%| €7[ 1435% | 143( 066%| 1| 1.79% [ul7595 06170 giganet tw
91| z30%| 0| oo®| 94 044%| 0| 0.00%[61-218-136-173 hinet-ip hinet net
59 220m| 38| s14m| 166| 077®| 1| 179% [localhost localdomain
56 208%| 14 zo0m| 193] osow| 2] 257w 61-228-31 47 hiner-ip hinet net
32| 119% 0m%| 33 01w 0] 000w (6117718190
30 1w 171% 13 ooem| 1] 179w 61-228-30-247 hinet-ip hinetnet
20| 074m 0s6% | 1681 7s0%| 1] 179% [51-228-30-81 hinet-ip hinet.net
19 onw| 19 40rm| 67| 031®| 1] 1.79% [te218-187-65-54 2-1 plapol com.tw
1£ N AN n n NN 17 nnas | Nn 0 181 7127220 alonnm s




ul75-95.u61-70.giga.net.tw giga
| Top 30 of 78 Total Sites
IT___I Visits Hostname
1 (642 | zzmom [ 231 ] 0.46% | 2875 1234% [ 13 mw 51—218—29—5.1‘dne,t—ip.1'dnat.net
2 [ 41 2386% 000% | 654| 304m| 0 000m 61-218-232-188 hinet-ip hinet. net
(3 (314 new| 3] osam| [ oww| 1] 1rem[6123338.18
4 204] 7som| 0 ooom| 207] ossm| 0 0.00% [61-218-154-85 hinet-ip hinet net
5 [127] 4m®m| 0| ooom| 130] 00w 0 coom 61-218-232-187 hinet-ip hinet. net
6 | 121] 4%0% | 67| 1435% | 143| o06e®| 1| 179% [n17595u61-70 giganet tw
7 91| 2w 0| ooom| 4| oam| 0 com 61-218-136-173 hinet-ip hinet. net
'8 | 59 zzm| 38) s1e9m| 166| 077w 1] 1.79% [localhostlocaldomain
‘9| 55| zoem| 14] zo00%| 193] o0s0%| 2| 2.57% [61-226-3147 hinet-ip hinetnet
10| 32 1% of ooow| 33 oa5%| 0f o0o00%[51177.181.90
11 30| 112w 8] 1mm| 13] ooswm| 1 17w 61-228-30-247 hinetip hinet.ner
12| 20| oram| 4] osewm| 1681) 7Te0m| 1| L79% [61-228-30-81 hinet-ip hinetnet
13[ 19] omw| 19 407%| 67( 031%| 1] 179% [tc218-187-65-54 2-1 plapol cormn. tw
14| 16| ceom| 0f ooom| 17| oo0s®| 0 0.00% [§197-122-29 oksung, com
15[ 18] osom| 0f ooom| 16[ ooem| 0 oo0owm[511175.249
16| 16] veom| 0 ooom 17| ooz 0 ooom (81128219241
17| 16 osom| o0 ooom| 18] ocesm| 0f o0.00®[51.130.78.170
18| 16| ocom| 0| ooom| 16 oosm| 0 o000% [51.146.237 46
19| 16 oeow| o0 ooom| 18] ooem| 0 0.00% 6114678146
20| 16 osom| 0] ooom| 18] owem| 0| ooom 811501204
21] 18] ocom| 0f ooom| 16 oorm| 0 oo0w[51.1684.193 204
22 16| osow| of ooom|[ 18] vorm| 0f o.o0®[s118533.21
23| 16 veowm| 0 ooom 16| oorm| 0 000w (61 241149 249
24[ 18] ocow| 0f ooow|[ 17 oosm| 0 000w [51.527.140
25 16| oeom| 0 ooom| 17| oesm| 0| 0.00% |61.6089.58
26| 14| osmm| 0| ooow 14| oors| 0] oo 61-213-95-99 hinet-ip hinet.net
(27 12 oasw| o0f ooom| 12 oosw| 0] ooom[E12192432




2

ul75-95

u61-70.giga.net.tw

Top 10 of 78 Total Sites By KBytes

|

IT___ Visite | Hostname
[1 [ 13.89% | 231 49.496% | 2875 1334% [ 13| 23.21% [61-218-29-5 hinet-ip hinet net
2 [ 3 ouw| 3| osem| 1975 6% | 1| 1.79% [058-191 user.giganettw

3| 20] ovem| 4| oeew| 1681 ravm| 1] 17ew [51-228-30-81 hiner-ip hinet net
4 [ 2] oors| 2| oaw| 1671 rrsm| 0 0.00% [crawll3-public.alexa com

(5 [ 1] ooam| 1] ozm| 1671 75w 0f oo0om (2121991110

(6 [ 1] oo4m 1| ozw| 1671 775w 0 ooom 218-163-34-76 hinet-ip hinet.net
[7 [ 1] 004w 1/ oz | 1671 775% | 0| 0.00% [57.:210-58-135 ethome net rw
'8 | 1] ooam| 1] oxwm| 1671 rram| 0 ooom 117745111

9 [gal| z335% | 0| ooow| 654 soem| 0] ooom 61-218-232-185 hinet-ip hinet. net
(10| 9 osmm| 9| 1em| 314 146m| 1 179®m [51.18027 169

| Top 30 of 35 Total Referrers
40090990 Refaver
1 [ 2073 77.15% |- (Cirect Request)

2 | 201 7.4e% |hpoflash aasiccomd

EE 295 3.54% |http:iflash aasir. comdmodules php

re 67 2.40% http:iflash asasir comderamplel

e 34 1.27% |hirp:iflash assir comdgood/chaiven!

[ 6 25 0.93% |http:iflash aasir corindex php

7 22 0.82% |http:#flash aasir comdshop/def anlt hin

(5 21 0.72% |http:flash aasir ¢ omdexarnplef!

EE 19 0.71% |http:iflash aasir ¢ omdquens'queny php

0| 17| o06% hopil2r 000

(11| 17|  0.63% [hopiocalhost

12 12 0.45% |http:iflash aasir comdshopdidef ault bt

13 10 037% hemaasiccon/




EEEEEEREEE

Top 30 of 35 Total Referrers

B 2090909090900 Refaver
2073 | 77.15% |- (Direct Request)
201 7.48% |hitpiflash aasir comd
95 3.54% |http:#flash aasir comfmodules php
67 2.49% |hitp:Aflash aasir comfexample!
34 1.27% |http:iflash aasiv comdroodichaiyent
25 0.93% |htrp:iflash aasir comfindex.php
22 0.82% |hitpiflash aasir comdshopddef anlt hivn
21 0.78% |hittp:#flash aasir comde xample!
12 0.71% |hitp:#flash aasir comdqueny'querny php
17 0.63% |hpeifl 27 0.0.1f
17 0.63% |hopeiocalhost!
12 0.45% |http:Aflash aasiv comdshopaidef anlt bt
10 0.37% (http:iaasir. c omd
2 0.33% |http:ifaasir comdmodoles php
2 0.33% http:iflash aasiv comdgoodd
& 0.22% |http:#flash aasir comsfic ons!
& 0.22% |http:#flash aasir comdshoplregister hitm
5 0.19% |http-#flash aasir comdexarapleA B of
] 0.19% |http:#flash. aasir.comdquerny. php
) 0.19% |hitp:iflash aasir comdquens
5 0.19% |http:iflash aasiv comdshopilinks him
4 0.15% |hrp:iflash aasir. c oo annal!
3 0.11% |hitp:iflash aasir comdexample’phommdist php
3 0.11% |http:#flash aasir comdshop/def anlt anthenticated himn
2 0.07% |hitpAflash aasir comdexample HThLS
2 0.07% |hitp:iflash aasir comdmenmalimis efzecunty tps himl
2 0.07% |http:#flash. aasir. com/~usond




Windows98 1E
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1. APACHE2.0
APACHE2.0
conf.d
perl.conf python.conf
A. /etc/httpd
B. /var/www/html
C. Jetc/re.d
D./root

2.Apache

A./var/www/samba.conf

B./usr/src/apache.conf

? conf
httpd.conf Makefile
APACHE2.0

ssl.conf

C. /etc/httpd/cont/httpd.conf

D./usr/src/httpd.conf

3. APACHE

A.Documentroot
B.include
C.inside

D.conclude
4. Apache

StartServers
A.

B.
C.
D

httpd.conf

Apache

php.conf



5. MPM (Multiprocessing modules)
Apache 8
25 Apache 8*25=1000
MinSpareServers(
MaxSpareServers( ) Apache2
,Apachel.3 ?
A. APACHE2 Apachel.3
B. APACHE2 Apachel.3
C. APACHE2 Apachel.3
D. APACHE2 Apachel.3

DefaultLanguage tw
(tw )
A.Addlanguage
B.Setlanguae
C.Listen
D.DefaultLanguage

7. Apache HTTP OpenSSL Apache

A.mod_php
B.mod_secure
C. mod_ssl

D.mod_access

8. Apache
Apache ?

A./var/www/html/error
B./usr/src/logs/error
C./ust/src/log/error_log

D. /etc/httpd/logs/error_log



A SSL

B. virtual host
C Webalizer

D Include

10.
?
A. Apache
B. Samba
C. FTP
D. DHCP

I1.A 2C 3B 4A 5A 6D 7C 8.D

9B

10. A C



