SSH
SSH rlogin rcp  Telnet SSH
X Public key private key
public key private key
SSH Public key private key
public key
public key OpenSSH SSH
(Secure SHell) telnet, ftp
rlogin rsh rcp RSA 2 SSH
SSH www.ssh.com
1-1ssh
rpm ssh Openssh-3.5pk*  ssh client
Openssh-clients-*  openssh
Openssh-server-*  ssh Openssh-askpass-*
SSH Open-askpass- gnome-* GNOME

[root@tlash chaiven]# rpm -galgrep ssh
openssh-askpass-3.5pl-6
openssh-askpass-gnome-3.5pl-6
openssh-clients-3.5pl-6
openssh-3.5pl-6

openssh-server-3.5pl-6

SSH /etc/ssh/sshd_config

#vi /etc/ssh/sshd config

$O0penBSD: sshd_config,v 1.59 2002/09/25 11:17:16 markus Exp §

i
# This is the sshd server system-wide configuration file. See
# sshd_config(d) for more information.

=

This sshd was compiled with PATH=/usr/local/bin:/bin:/usr/bin

The strategy used for options in the default sshd_config shipped with
OpenSSH 18 to specify options with their default value where
possible, but leave them commented. Uncommented options change a
default value.

#Port 22

#Protocol 2,1
#ListenAddress 0.0.0.0
#ListenAddress ::
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1-1-1
(1)Port
SSH 22

(2)ListenAddress

SSHD IP

(3)HostKey

/etc/ssh_host key

(4)KeyrangerationInterval

keyrangerationInterval

0 36000
(5)ServerKeyBit
512 768
1-1-2
(6)SyslogFacility
SSHD DAEMON USER AUTH

LOCALO LOCAL1I LOCAL2 LOCAL3 LOCAL4 LOCALS LOCAL6
LOCAL7 DAEMON

(7)LoginGraceTime
LoginGraceTime
0 600



(8)PermitRootLogin

PermitRootLogin root
”yes” “nopwd” ’no” ’yes”
”nopwd” ”no”
(9)Strictmodes
Strictmodes ssh
»ves”

(10)RSA Authentication
RSA ’yes”

(11) RhostsAuthentication
rhosts  /etc/hosts.eauivfiles
RhostsRSA Authentication

2 2

no

(12) IgnoreRhosts
rhosts shots

2 2

/etc/shosts.equiv no

(13) RhostsRSA Authentication

rhosts  /etc/hosts.equiv RSA

2 2

yes

(14) PasswordAuthentication
yes
PasswordAuthentication yes

(15) PermitEmptyPasswords

2 2

yes

ssh

rhosts

RhostsAuthentication

/etc/hosts.equivand



(16)KerberosAuthentication
Kerberos V5 yes

(17) KerberosOrLocalPasswd
Kerberos /etc/passwd  SecurID  local

no

(18) KerberosTgtPassing
Kerberos V5 TGT yes

(19) KeepAlive
keepalive

yes

KeepAlive yes
(20) Umask
sshd umask 0

(21) PrintMotd
sshd /etc/motd
PrintMotd yes
(22) X11Forwarding
X11 ”yes” X11
X11Forwarding yes
(23) X11DisplayOftset
sshd  X11 sshd

(24)PidFile

sshd process ID

(25)DenyShosts

.shosts .rhosts  /etc/hosts.equiv

yes

X11



1-2ssh

SSH
ssh SSH
sshd SSH
sftp SSH FTP
sftp-server SSH FTP
scp SSH copy
ssh-keygen
ssh-keyscan ssh_known_hosts
ssh-add
ssh-agent SSH
ssh-askpass X
ssh-askpass-gnome Gnome
ssh-signer
slogin

RedHat Linux Fedora service
sshd

#service sshd start
#service sshd restart

#service sshd stop




1-2-1SSH

sshd
1. tty
2. tty
3. /etc/nologin
4,
5.
6. /etc/environment
7. $HOME/.ssh/environment
8.
9. $HOME/.ssh/rc shell
/bin/sh xauth Rc X11
10. shell

1-3 OpenSSH

OpenSSH
openssh-clients openssh

/etc/sshre

/etc/motd



1-3-1SSH
ssh rlogin rsh telnet

ssh aasir.com
aasir.com

[root@f]ash chaiyen]# ssh aasir.com
root@aasir.com's password:
Last login: Wed Sep 24 15:52:54 2003
ssh -keygen public key private key
DSA RSA -t
(dsa  rsa) rsa

#ssh —keygen -t rsa
ssh rlogin ssh
1
#ssh aasircom—1 chaiyen
[root@flash chaiyen]# ssh aasir.com -1 chaiyen
chaiyven@aasir.com's password:
[chaiven@aasir chaivenl$
chaiyen ssh

#ssh  chaiyen@aasir.com

[root@f]lash chaiyen]# ssh chailven@aasir.com
chaiyven@aasir.com's password:
[chaiyen@aasir chaiyen]$ _




1-3-2 scp

scp

rcp

scp localfile username@tohostname:/newfilename

localfile username(@tohostname:/newfilename

tif aasir.com shell
scp *.tif chaiyen@aasir.com:/home/chaiyen
aasir.com /home/chaiyen

[root@flash chaiyen]# scp *.t1f chaiven@aasir.com:/home/chaiyen
chaiven@aasir.com's password:

002.tif 100% | * 1127 KB 00:01
003.tif 100% 1146 KB 00:0]
005.t1f 100% % 1146 KB 00:0]
1-3-3 sftp
sftp FTP ftp

sftp username@hostname.com

FTP sftp
chaiyen@aasir.com aasir.com chaiyen
Is

[root@flash chaiyen]# sttp chalven@aasir.com
Connecting to aasir.com...
chaiven@aasir.com's password:

sttp> Is

.bash_history
.bash_logout
.bash profile
.bashre



1-3-4
ssh scp sftp

SSH

~/.ssh/authorized keys ~/.ssh/known_hosts /etc/ssh/ssh_known_hosts

SSH 2 RSA

RSA shell

#ssh-keygen -t rsa

~/.ssh/id_rsa

(passphrase)
~/.ssh/id_rsa.pub ~/.ssh/id_rsa
chmod 755 ~/.ssh .ssh
#chmod 755 ~/.ssh
~/.ssh/id_rsa.pub ~/.ssh/authorized keys
~/.ssh/authorized keys ~/.ssh/id_rsa.pub
~/.ssh/authorized keys
1-3-5 ssh-agent
ssh-agent ssh
scp
shell

#exec /usr/bin/ssh-agent $SSHELL

ssh-add
#ssh-add



